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    SmolBox

Run Python, JavaScript, and other programs in disposable microVMs from Elixir.
SmolBox is an Elixir client and supervised execution runtime for
SmolVM, which runs lightweight virtual
machines on your own hosts. SmolVM provides the machines and worker API; SmolBox
tracks commands, results, and cleanup from your application's supervision tree.
Use it when an Elixir application needs to call a Python library, run a JavaScript
processing step, or execute a script in a separate guest environment. You operate
the workers and prepare images containing the languages and dependencies you need.
Each managed execution runs one command in its own disposable VM.
Why use SmolBox?
Executing a command is only part of integrating a worker. Your application also
needs to handle duplicate requests, lost responses, restarts, and leftover VMs.
SmolBox provides that execution lifecycle:
	Keep one identity for a request. Submitting the same scoped ID and
specification returns the existing handle. A different specification under
that ID is rejected.
	Track work across application restarts. A durable store adapter preserves
execution records so the runtime can resume observation and cleanup. When a
command may have run but its result was lost, SmolBox records an unknown outcome
instead of automatically running it again.
	Manage files and machine lifecycle. The runtime stages input files, limits
captured output and file sizes, and tracks cancellation and cleanup separately
from the command's exit status.

What execution looks like
This example assumes a supervised runtime named MyApp.Sandboxes is already
configured. python_artifact is the registered Python image's identity map
("id", "sha256", "architecture"), and profile is one of the runtime's
allowed execution profiles. Getting started walks
through the complete worker and runtime setup.
alias SmolBox.{Command, ExecutionSpec}

argv = ["python", "-c", "print(6 * 7)"]
{:ok, command} = Command.new(argv, timeout_secs: 10)

{:ok, spec} =
  ExecutionSpec.new(
    scope: "demo",
    id: "answer-001",
    artifact: python_artifact,
    profile: profile,
    command: command
  )

{:ok, handle} = SmolBox.submit(MyApp.Sandboxes, spec)
{:ok, ^handle} = SmolBox.submit(MyApp.Sandboxes, spec)

{:ok, execution} =
  SmolBox.await(MyApp.Sandboxes, handle, 90_000)

%{state: :completed, result: result} = execution
%{exit_code: 0, stdout: stdout} = result

IO.write(stdout)
# Prints: 42
The second submission reuses the execution; it does not start another command.
The matches above show a successful run. In your application, handle errors,
nonzero exits, and unknown outcomes explicitly. Cleanup can still be pending when
await/3 returns, and its wait timeout does not cancel the command. Keep the
runtime supervised and inspect the record with SmolBox.fetch/3; see
result handling and troubleshooting.
If your application already owns machine lifecycle and persistence,
SmolBox.Client exposes individual worker operations for
creating machines, executing commands, streaming output, and transferring files.
Installation and first run
SmolBox 0.1.3 defaults to smolvm 1.16.0 on Linux x86_64 and macOS
Apple Silicon.
Upgrading from 0.1.2: coordinate all controllers sharing a durable store.
Every codec write now uses record schema v2, including offline executions; old
readers cannot read it. After v2 writes, reverting to 0.1.2 is not a supported
rollback. Follow the upgrade procedure,
including the separate worker version change.
Add SmolBox to your application's mix.exs:
{:smolbox, "~> 0.1.3"}
Run mix deps.get. The API documentation
includes the guides below. A local checkout can instead be used with
{:smolbox, path: "../smolbox"}.
To run the local walkthrough, you need:
	Elixir 1.18 or later, using a tested Elixir/OTP pair.
	A dedicated worker on Linux x86_64 with KVM or macOS Apple Silicon:
smolvm 1.16.0 for SmolBox 0.1.3.
This checkout also supports explicitly configured 1.14.1 and 1.14.6 workers.
	The host's resize2fs tool for 1.14.6 and 1.16.0 disk requests below template sizes.
On macOS, install e2fsprogs; see the runtime prerequisites.
	A prepared Python image for that worker's architecture, with its SHA-256
recorded. The guide links to the image preparation commands and host capacity
requirements.

Follow Getting started to configure supervision,
stage a Python file, submit it, read its output file, and confirm cleanup. The
walkthrough uses an in-memory store and needs no database. Applications that need
restart recovery must provide a durable SmolBox.Store adapter; a complete
PostgreSQL host example
is included in the repository.
Current scope
SmolBox has real execution and durable recovery tests on Linux x86_64 and macOS
Apple Silicon with SmolVM 1.14.1, 1.14.6 and 1.16.0; results are recorded in Compatibility.
SmolBox 0.1.3 defaults to 1.16.0; 0.1.2 defaults to 1.14.6.
Before adopting the new default with an older worker, explicitly configure
runtime_version: "1.14.1" or "1.14.6", or follow the
worker upgrade procedure.
The package does not upgrade an external worker. A version mismatch prevents
new execution; arbitrary upstream releases and automatic fallback are not accepted.
SmolBox 0.1.3 also supports explicit outbound hostname/CIDR policies
with smolvm 1.16.0. Offline remains the default. See
Controlled network access for setup and validation boundaries.
SmolBox relies on SmolVM's isolation model for running untrusted code. Your
deployment must protect worker access and configure host resource limits,
networking, and credentials. A subsequent validation campaign tested these
controls and failure recovery in one constrained Linux deployment; see
Linux deployment validation
for its results and limits. The walkthrough does not configure that deployment.
The library's supported qualification remains :development. Its allocation
settings and admission reservations do not enforce host quotas; unsupported
hard-control options remain rejected. Read
Deployment boundaries when configuring your workers.
Worker installation, runtime image preparation, authentication, and host storage
remain application/operator responsibilities. SmolBox runs programs already
available in the prepared image. TypeScript needs a compiler or runner in that
image; SmolBox does not build or publish user functions.
Guides
The engineering blog has practical articles
about running programs from Elixir and managing their execution lifecycle.
	Guide	What you will learn
	Getting started	Connect, stage a Python program, submit it, read its result, and finish cleanup
	Managed host integration	Configure supervision, workers, profiles, storage, and execution specifications
	Low-level client	Create machines, execute commands, stream output, and transfer files
	Controlled network access	Approve outbound destinations while retaining offline defaults
	Troubleshooting	Interpret errors, unknown outcomes, queued work, and pending cleanup
	Persistence and recovery	Use durable storage and recover after controller or worker failures
	Telemetry	Observe activity and inspect workers without treating notifications as receipts
	Deployment boundaries	Understand worker isolation, credentials, file boundaries, and operator responsibilities
	Resource evidence	Review the tested Linux deployment controls, historical experiments, and remaining limits
	Compatibility	Check the tested SmolVM, Elixir/OTP, OS, and artifact combinations

Contributing
Source: hfiguera/smolbox. Maintainer toolchain
versions are in .tool-versions; tested consumer combinations are recorded in
the compatibility guide. From this repository, mix ci runs deterministic checks
without contacting a real worker. Generate this site with
MIX_ENV=dev mix docs --warnings-as-errors. Live worker tests are a separate opt-in
operation described in the repository's
CI guide.


  

    Getting started

This walkthrough runs a Python program in a disposable VM, reads its output file,
and waits for cleanup. It uses an in-memory execution store so you can learn the
API without a database. The final section explains what changes in an application
that needs restart recovery.
This walkthrough does not configure the separately
tested Linux deployment
or its external host resource controls.
1. Install SmolBox
In an existing Elixir Mix application, add this entry to deps/0 in mix.exs:
{:smolbox, "~> 0.1.3"}
Run mix deps.get after adding the dependency. A local checkout can instead be
used with {:smolbox, path: "../smolbox"}. Version 0.1.3 defaults to smolvm
1.16.0; see its qualification evidence.
Existing applications must follow Upgrading to 0.1.3
before sharing their durable store with this version.
Elixir 1.18 and later are accepted by the
package; use one of the tested Elixir/OTP pairs in Compatibility.
For a new application, run mix new smolbox_demo and cd smolbox_demo first.
SmolBox's application starts its ordinary dependencies, but you explicitly start
each managed runtime under supervision.
2. Prepare one local worker
Use Linux x86_64 with KVM or macOS Apple Silicon. This walkthrough runs the Elixir
application on the worker host so it can verify the local artifact file. Remote
workers use a different host configuration; see Managed host integration.
You need a dedicated, empty worker: select smolvm 1.16.0 on Linux x86_64 or
macOS Apple Silicon. Existing 1.14.1 or 1.14.6 deployments require an explicit
matching runtime_version (or the environment setting below).
Check the host preparation prerequisites,
then use an approved native Python
artifact with neutral /bin/true startup. Follow the
reference-runtime preparation instructions
to create python.smolmachine, record its SHA-256, and start the private worker
with the 1 MiB file-transfer cap. The package does not install SmolVM or prepare
runtime images for you. Do not attach this ephemeral demo controller to a worker
managed by another runtime or store.
The example uses the measured reference allocation floor: 20 GiB storage,
10 GiB overlay, and 768 MiB VMM overhead per execution. Check available host
capacity and your actual templates before using it. These are allocation and
admission values, not certified host resource quotas. Workers currently have
development qualification; see Deployment boundaries.
In your application directory, set these values using the artifact you approved:
export SMOLBOX_RUNTIME_URL=http://127.0.0.1:19470
export SMOLBOX_RUNTIME_VERSION=1.16.0
export SMOLBOX_PYTHON_ARTIFACT=/absolute/path/to/python.smolmachine
export SMOLBOX_PYTHON_SHA256=replace_with_the_approved_64_character_sha256
export SMOLBOX_DEMO_DIR="$(mktemp -d)"
chmod 700 "$SMOLBOX_DEMO_DIR"
iex -S mix

SMOLBOX_DEMO_DIR is a new private directory for input/output objects. Keep it
separate from the runtime image and from all guest-accessible directories.
Omitting SMOLBOX_RUNTIME_VERSION selects 1.16.0 in this walkthrough. Set it to
1.14.1 or 1.14.6 for an existing worker on either host. A library upgrade does not
upgrade the worker; mismatched versions prevent admission.
The walkthrough checks this explicit selection; it never adopts an arbitrary
version from the health response.
For a local Unix endpoint, set SMOLBOX_RUNTIME_URL=http://localhost and
SMOLBOX_RUNTIME_SOCKET=/absolute/path/to/smolvm.sock instead. The example's
60-second operation and 55-second receive budgets allow cold preparation;
the execution profile still controls each stage's deadline separately.
3. Run the complete example
Save the following block as smolbox_demo.exs in the consuming application, then
run Code.require_file("smolbox_demo.exs") in that IEx session. This is the success
path: each match deliberately stops the walkthrough if an assumption fails.
If it fails after runtime startup, keep IEx open, inspect the execution, and use
Troubleshooting. Do not repeatedly rerun the script or clear
the worker inventory to hide a failure.
alias SmolBox.{Command, ExecutionSpec, Files, Profile, Worker}
alias SmolBox.ArtifactStore.Directory
alias SmolBox.Runtime.WorkerConfig
alias SmolBox.Store.Memory

artifact_path = System.fetch_env!("SMOLBOX_PYTHON_ARTIFACT")
approved_sha256 = System.fetch_env!("SMOLBOX_PYTHON_SHA256")

actual_sha256 =
  artifact_path
  |> File.stream!(65_536)
  |> Enum.reduce(:crypto.hash_init(:sha256), &:crypto.hash_update(&2, &1))
  |> :crypto.hash_final()
  |> Base.encode16(case: :lower)

true = actual_sha256 == approved_sha256

{platform, architecture} =
  case :os.type() do
    {:unix, :darwin} -> {:macos, "aarch64"}
    {:unix, :linux} -> {:linux, "x86_64"}
  end

worker_options = [
  allow_insecure_loopback: true,
  operation_timeout_ms: 60_000,
  receive_timeout_ms: 55_000
]

worker_options =
  case System.get_env("SMOLBOX_RUNTIME_SOCKET") do
    nil -> worker_options
    socket -> Keyword.put(worker_options, :unix_socket, socket)
  end

{:ok, worker} =
  Worker.new("demo-worker", System.fetch_env!("SMOLBOX_RUNTIME_URL"), worker_options)

{:ok, client} = SmolBox.Client.new(worker)
runtime_version = System.get_env("SMOLBOX_RUNTIME_VERSION", "1.16.0")
{:ok, %{version: ^runtime_version}} = SmolBox.Client.health(client)
:ok = SmolBox.Client.readiness(client)
{:ok, []} = SmolBox.Client.list(client)

{:ok, profile} =
  Profile.new("demo-offline-v1", storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768)

artifact = %{
  "id" => "demo-python-v1",
  "sha256" => approved_sha256,
  "architecture" => architecture,
  "path" => artifact_path
}

{:ok, configured_worker} =
  WorkerConfig.new(
    client: client,
    platform: platform,
    architecture: architecture,
    runtime_version: runtime_version,
    artifacts: [artifact],
    profiles: [profile],
    allocation_floor: %{storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768},
    capacity: %{slots: 1, cpus: 1, memory_mb: 1024, disk_gb: 30}
  )

{:ok, objects} = Directory.new(System.fetch_env!("SMOLBOX_DEMO_DIR"))

{:ok, supervisor} =
  Supervisor.start_link(
    [
      {Memory, name: SmolBoxDemo.Store},
      {SmolBox,
       name: SmolBoxDemo.Runtime,
       namespace: "sbxdemo",
       mode: :ephemeral,
       store: {Memory, SmolBoxDemo.Store},
       artifact_store: {Directory, objects},
       fingerprint_key: :crypto.strong_rand_bytes(32),
       workers: [configured_worker],
       max_active: 1}
    ],
    strategy: :rest_for_one
  )

scope = "demo"
id = "hello-" <> Base.encode16(:crypto.strong_rand_bytes(6), case: :lower)
source_ref = "source-" <> id

source = """
from pathlib import Path
Path('/workspace/result.txt').write_text('42\\n')
print('hello from SmolBox')
"""

:ok = Directory.seed(objects, scope, source_ref, source)

{:ok, command} = Command.new(["python", "/workspace/main.py"], timeout_secs: 10)

{:ok, spec} =
  ExecutionSpec.new(
    scope: scope,
    id: id,
    artifact: Map.drop(artifact, ["path"]),
    profile: profile,
    command: command,
    inputs: [
      %{
        "source" => source_ref,
        "path" => "/workspace/main.py",
        "size" => byte_size(source),
        "sha256" => Files.sha256(source),
        "mode" => "runtime_default"
      }
    ],
    outputs: [
      %{
        "destination" => "answer",
        "path" => "/workspace/result.txt",
        "max_bytes" => 1024
      }
    ]
  )

{:ok, handle} = SmolBox.submit(SmolBoxDemo.Runtime, spec)
{:ok, ^handle} = SmolBox.submit(SmolBoxDemo.Runtime, spec)
{:ok, record} = SmolBox.await(SmolBoxDemo.Runtime, handle, 90_000)
%{state: :completed, result: %{exit_code: 0}, collection: :complete} = record
IO.write(record.result.stdout)
{:ok, "42\n"} = Directory.read_output(objects, handle, "answer", 1024)

# await/3 returns the command/collection outcome before cleanup may finish.
wait_for_cleanup = fn again, deadline ->
  {:ok, current} = SmolBox.fetch(SmolBoxDemo.Runtime, scope, id)

  cond do
    current.cleanup == :complete and current.reservation == nil ->
      current

    System.monotonic_time(:millisecond) >= deadline ->
      raise "Cleanup is still pending. Keep IEx open and inspect the runtime."

    true ->
      Process.sleep(100)
      again.(again, deadline)
  end
end

cleaned =
  wait_for_cleanup.(wait_for_cleanup, System.monotonic_time(:millisecond) + 60_000)

IO.inspect(Map.take(cleaned, [:state, :collection, :cleanup, :reservation]),
  label: "finished"
)

:ok = Supervisor.stop(supervisor)
Expected program output is hello from SmolBox, followed by a summary containing
state: :completed, collection: :complete, cleanup: :complete, and
reservation: nil. The second submission returns the same handle; it does not
create a second execution. The output file is read through the artifact adapter,
not directly from the worker after cleanup.
The demo stops its supervisor only after cleanup and capacity release are
confirmed. Its in-memory execution records are then lost. The private object
directory still contains the demo's input/output objects; remove that specific
directory yourself when you no longer need them.
4. Understand the result
SmolBox.await/3 returning {:ok, record} means a stored outcome is available.
It does not mean your program exited zero. Inspect record.state,
record.result.exit_code when a result exists, record.collection, and
record.cleanup independently. A nonzero program exit is still an observed result.
An unknown outcome can have record.result == nil.
An :expired error from await/3 ends only that wait. The runtime keeps working;
use SmolBox.fetch/3 to inspect the original identity. SmolBox.cancel/3 records
cancellation intent, and later observations establish termination and cleanup.
See Troubleshooting for concrete result-handling examples.
5. Move into your application
	Put SmolBox.child_spec/1 under your application's supervision tree. Configure
workers and approved profiles once in trusted host code.
	Replace SmolBox.Store.Memory with a durable adapter when executions must
survive a restart. Keep the store and fingerprint key stable. The randomly
generated key above is only for this new ephemeral demo.
	Persist an execution ID for each authorized request. Reuse that ID for the
same submission; use a new ID only for a deliberately authorized new execution.
	Choose an artifact adapter that meets your storage and retention requirements.
The directory adapter is a small local implementation.

Continue with Managed host integration and
Persistence and recovery. The repository's
minimal host
and PostgreSQL host
are complete applications; they are source examples, not modules shipped in the
library package.
For JavaScript, prepare and approve the Node artifact from the client guide, stage
a .js file, and use Command.new(["node", "/workspace/main.js"]). TypeScript
needs a compiler or runner in the approved image; SmolBox does not transpile it.


  

    Low-level client

This API performs one verified worker operation at a time. It does not persist
request identities, reserve capacity, reconcile a crash, or authorize deletion.
Use it when host code owns those responsibilities. For a complete managed
execution, begin with Getting started. This guide describes
the supported client contract and its development-qualified worker boundary.
See runtime selection for the explicit
Linux/macOS 1.16.0 default in SmolBox 0.1.3 and retained explicit 1.14.1 and
1.14.6 compatibility. SmolBox 0.1.2 defaults to 1.14.6.
Install the pinned SmolVM release from compatibility evidence.
Prepare an approved, architecture-matched .smolmachine artifact on the worker
host, verify its digest, and start a private smolvm serve endpoint. For bounded
small-file workloads set SMOLVM_FILE_TRANSFER_MAX_BYTES=1048576 before starting
the server. SmolBox never enables guest networking to fetch an image.
For SmolVM 1.14.6 and 1.16.0, verify the host's resize2fs before requesting disks smaller
than its bundled templates. Our macOS run without that tool lost a workspace
file after stop/start; health and successful execution alone did not detect the
problem. See runtime prerequisites.
{:ok, worker} = SmolBox.Worker.new("worker-1", "https://worker.internal.example",
  token: System.fetch_env!("WORKER_PROXY_TOKEN"),
  ca_cert_file: "/etc/my-app/worker-ca.pem")
{:ok, client} = SmolBox.Client.new(worker)
Remote workers require an authenticated TLS proxy. The operator supplies it;
SmolBox supplies no public worker service. TLS peer and hostname verification
cannot be disabled. Loopback development requires allow_insecure_loopback: true.
A local Unix socket can instead use unix_socket: "/private/run/smolvm.sock"
with http://localhost. Client construction makes no network request.
Client.health(client) reads the server-reported version, optional inventory
counts and uptime as a SmolBox.Health value. Missing counts remain nil; they
are not treated as zero. Client.readiness(client) requires the separate
blocking-pool probe to return HTTP 200 with an empty body. It preserves normal
authentication, TLS, deadline and byte-limit checks. JSON/SSE responses still
require their own media types. These endpoints do not attest artifact digests,
host quotas or isolation.
Creation replies must match the requested name, CPU count, guest memory, both
disk allocations and network policy. A mismatch returns a protocol error with uncertain
creation evidence. Managed execution does not start that guest or adopt it for
automatic cleanup; the original reservation remains available for operator
investigation. An erroneous worker reply must not silently change execution policy.
By default an owned disposable machine starts from an approved artifact with
guest networking disabled. Explicit outbound policies are described in
Controlled network access. Mounts, sockets, GPU, ports and
workload restart remain disabled. This example uses the offline default:
{:ok, name} = SmolBox.Identity.machine_name("myapp")
# Persist name and intent in your host before creating the machine.
{:ok, spec} = SmolBox.MachineSpec.new(name, "/approved/python.smolmachine",
  storage_gb: 20, overlay_gb: 10)
{:ok, created} = SmolBox.Client.create(client, spec)
# Persist creation evidence before continuing.
{:ok, running} = SmolBox.Client.start(client, name)
true = SmolBox.Machine.same_incarnation?(created, running)

source = "print('hello')\n"
:ok = SmolBox.Client.upload(client, name, "/workspace/main.py",
  source, SmolBox.Files.sha256(source))
{:ok, command} = SmolBox.Command.new(["python", "/workspace/main.py"], timeout_secs: 10)
{:ok, result} = SmolBox.Client.exec(client, name, command, max_output_bytes: 65_536)
The example shows the successful path. Production callers must handle each typed
error. A machine name or matching createdAt alone is insufficient ownership
proof after a conflict or manual replacement. Use an exclusive managed namespace,
save creation evidence, and refuse cleanup when identity differs. After authorized
cleanup, verify a stopped state, delete the owned machine, then verify absence.
No cleanup primitive should be placed in an unconditional after block without
checking identity and preserving uncertain-execution evidence first.
exec/4 returns byte-exact stdout/stderr from upstream base64 fields. Nonzero exit
codes are observed results, not transport errors. exec_stream/4 uses the actual
SSE protocol, captures bounded lossy UTF-8, and accepts on_event: callback.
Callbacks are synchronous, provide backpressure, and are bounded by the overall
operation timeout. A crashing optional callback is detached. Notifications are
advisory; they are not a durable event log. SmolBox rejects streaming stdin.
Use buffered execution or staged binary files instead.
Worker configuration separately bounds connection, pool checkout, receive idle,
overall operation, request bytes, and response bytes. The response cap includes
SSE framing and ignored events; exec also has an aggregate decoded stdout/stderr
cap. Req automatic retries, redirects, decompression, and body decoding are
disabled. Compressed responses are rejected. Limits on controller capture do not
replace upstream or worker-host limits.
A timeout, lost connection, malformed result, or output overflow after possible
dispatch returns uncertainty. Never replay exec automatically. Disconnecting
the stream does not cancel the guest. Stop an owned VM separately and verify its
state; stopping a VM does not recover an unknown command exit code.
Execution and transport budgets
Command.new/2 accepts a guest timeout of 1–300 seconds. A managed command must
also fit its profile's execution_ms, whose maximum is 300,000 ms. Configure
the worker client's receive and total operation budgets separately: increasing
a guest deadline does not extend either HTTP budget. A quiet stream can reach
its receive timeout even while the guest continues working.
For example, a 120-second command can use receive_timeout_ms: 130_000 and
operation_timeout_ms: 150_000, with a managed execution budget of at least
120,000 ms. These explicit client settings are within the existing limits; they
do not change the guest deadline. Allow for transport overhead and any separate
worker lifetime when selecting budgets for your own deployment.
A low-level exec can start a stopped VM before running the command. Its total
operation budget must allow for that startup as well as execution and response
collection. The command's 300-second maximum therefore does not bound the whole
client operation; operation_timeout_ms supplies that separate finite limit.
In smolvm 1.16.0, execution routes no longer inherit the generic five-minute
server timeout. That upstream change does not extend SmolBox's public command
maximum or remove its configured client deadlines. A buffered public exec
operation including implicit startup completed in 357.460 seconds, with a guest
command lasting 299.002 seconds. A streamed operation completed in 386.357
seconds, delivering its first output at 87.357 seconds and exit event at 386.357
seconds; its guest command lasted 299.000 seconds. These measurements include
startup and do not establish guest commands exceeding five minutes. See
the qualification status for the
retained startup failure and remaining acceptance work.
SmolBox.await/3 has a separate caller wait budget. Expiring that wait does not
cancel the command or replace a recorded outcome with a timeout result.
File operations
File manifests use exact /workspace paths and opaque host artifact references.
Low-level uploads accept at most 1 MiB, verify their source digest before I/O, and
validate the worker acknowledgment. Downloads have an explicit bound up to 1 MiB.
The pinned agent has an atomic file-install path, but the HTTP API offers no
caller-controlled rename transaction or permissions. Symlink handling also depends
on the agent's active guest namespace; lexical validation alone does not certify
race-free containment. No archives or recursive patterns are interpreted.
Both file endpoints can auto-start a stopped machine. Never download as a
harmless recovery probe or collect after confirmed termination. Keep stop/delete
as the final lifecycle operations for cancelled work. Host artifact credentials
must stay outside the guest, and host storage must protect command and environment
contents at rest.
Preparing the reference runtimes
This is an operator step using upstream SmolVM, outside the library's execution
API. It prepares a base language runtime; it does not build or publish user
functions. Perform it on an isolated preparation host with the matching native
architecture, sufficient disk/memory and the pinned installation. Preparation
may fetch images with networking; offline execution later must not.
From a new private directory with enough space for layers, templates and output,
the supported CLI provides these preparation commands:
smolvm pack create --image python:3.12-alpine --entrypoint /bin/true \
  --cpus 1 --mem 256 --staging-dir ./staging --output ./python
smolvm pack create --image node:22-alpine --entrypoint /bin/true \
  --cpus 1 --mem 256 --staging-dir ./staging --output ./node

The output names are executable stubs; the corresponding payloads are
python.smolmachine and node.smolmachine. Do not pass a .smolmachine extension
as --output, use --single-file, or reuse existing output names. SmolBox uses
the sidecar payload and does not invoke the packed executable. The CLI's default
pack memory is 8192 MiB, so the explicit resource options matter. Check local
smolvm pack create -h against the pinned version before changing the recipe.
These tags identify the initial test recipe, not immutable production approvals.
Select and record an approved OCI digest for repeatable preparation, then record
the resulting payload's SHA-256, host OS/architecture, upstream binary checksum
and template geometry. Use shasum -a 256 on macOS or sha256sum on Linux to
hash each payload. A rebuilt artifact gets a new approved revision and new live
evidence even when its source image tag is unchanged.
Copy only the verified runtime payload into an operator-owned catalog on the
worker and verify the digest there. Inspect neutrality and keep secrets,
host mounts, ports and automatic workload restart out of the artifact/configuration.
Managed creation additionally forces /bin/true, empty command arguments and
restart never. Qualify offline Python/JS execution, binary staging/collection
and stop/start without replay before admitting the artifact. The real-runtime
tests exercise those behaviors; a pack operation alone does not qualify an image.
Choose the command's guest identity explicitly with Command.new(argv, user: "65534:65534") when it matters, and verify the resulting UID and file access
with your artifact. SmolBox passes this choice to execution; it does not enforce
an application-wide guest user policy. Changes to upstream CLI USER handling
do not by themselves establish the same behavior through the HTTP API.
The released templates measured 20/10 GiB. Validate them and any larger artifact
templates before setting allocation_floor; do not infer physical disk capacity
from a smaller create request or initially sparse files. Keep preparation caches
under a separate host budget. See resource qualification.
Start a separately provisioned private worker with the tested file cap:
SMOLVM_FILE_TRANSFER_MAX_BYTES=1048576 \
  smolvm serve start --listen 127.0.0.1:19470

This starts a local service, not an authenticated public endpoint. Configure
worker account isolation, hard host limits and the remote proxy independently
as described in deployment boundaries. On Linux, an explicitly
configured SMOLVM_DATA_DIR can separate worker state. The pinned macOS build
uses its normal account state directory; that environment variable does not
isolate it. Use a dedicated account/host for a new macOS worker and never clear
shared caches or inventories to simulate a fresh installation.


  

    Controlled network access

Controlled networking is introduced in SmolBox 0.1.3 and requires smolvm
1.16.0. SmolBox 0.1.2 does not include it. Existing profiles and machines remain offline by default.
Networking never enables image pulls, ports, mounts, or credential forwarding.
Approve a policy
{:ok, network} = SmolBox.NetworkPolicy.new(
  hosts: ["api.example.com"],
  cidrs: ["203.0.113.0/24"]
)

{:ok, profile} = SmolBox.Profile.new("api-access-v1",
  network: network,
  storage_gb: 1,
  overlay_gb: 1
)
The addresses above are documentation examples. Replace them with destinations
approved by your application's operator and use the worker's verified allocation
floors. Register this exact profile in the worker's catalog, then use it in an
execution specification as described in Getting started.
Guest code must not choose its own policy. Give changed policies new profile IDs.
The low-level client accepts the same policy:
{:ok, machine} = SmolBox.MachineSpec.new(
  "api-job", "/approved/python.smolmachine", network: network
)
{:ok, observation} = SmolBox.Client.create(client, machine)
The artifact path is on the worker. Creation checks the reported runtime version
before dispatching a network-enabled create, requests virtio-net, and requires
the response to echo the requested allowlists and backend. Managed admission
rejects network jobs on older runtime versions. Ordinary offline use of 1.14.1
and 1.14.6 remains supported.
Use network: :offline to keep networking disabled. Booleans, empty allowlists,
URLs and wildcards are rejected. A policy permits up to 32 lowercase hostnames
and 32 canonical IPv4/IPv6 CIDRs. CIDRs must have a nonzero prefix and no host
bits; lists are sorted and duplicates are rejected.
These are input constraints, not an authorization policy: a collection of broad
CIDRs can grant very broad access. Operators must review the combined destinations.
What the policy means
	A hostname allows that name and its subdomains, following upstream behavior.
	Host policies learn allowed destination IPs from DNS replies. They do not
restrict HTTP paths, TLS server names, application protocols or destination ports.
Another service on an allowed IP may be reachable.
	CIDRs and addresses learned through approved DNS names are combined.
	An empty hostname list requests denial of ordinary guest DNS names, including for a
CIDR-only policy. Add approved names when DNS resolution is needed.
	DNS resolution has its own upstream handling and can be permitted for an
otherwise restricted policy. Do not treat this feature as preventing every
DNS-based data disclosure.
	Upstream platform rules, the worker network and external firewalls can deny
additional destinations. Declaring an allowlist does not establish connectivity.
	This is outbound control. There are no published guest ports in this feature.
	smolvm serve 1.16.0 defaults to a strict egress floor that also denies private,
loopback and metadata destinations, including addresses learned from DNS. Keep
that floor in deployments handling untrusted workloads. An operator can weaken
it through the worker environment; SmolBox does not configure or attest it.
	The allowlist has upstream infrastructure exceptions: the guest DNS gateway,
its built-in host.smolvm.internal name, and
a dedicated rollout endpoint on gateway port 10081. The rollout endpoint is
reachable by network-enabled guests even when absent from their allowlist. It
requires a lease credential and does not expose machine-management routes.
SmolBox does not issue those credentials or use that endpoint. Do not describe
an enabled policy as allowing only its listed addresses.

Applications still own access authorization, approved images, worker placement,
credentials and host network controls. Keep worker control interfaces and unrelated
services unreachable from guest workloads. See Security.
Durable identity and upgrades
The profile's policy participates in execution fingerprints and creation evidence.
A changed or missing policy is not accepted as the same machine incarnation.
An uncertain create is not replayed, even if policy verification fails. Recovery
keeps the existing ownership and cleanup rules.
The record codec now writes schema v2. It reads exact v1 records by adding only
explicit offline defaults to the old profile and machine observation shapes.
Offline execution fingerprints retain their previous representation, so resubmitting
an old execution does not acquire a new identity. Malformed v1 records and v1
records containing network fields are rejected. Do not downgrade a store writer
or run old readers after v2 records have been written; coordinate this upgrade
across controllers, including offline users. Follow Upgrading to 0.1.3.
Custom store formats need equivalent explicit migration.
Validation
The controlled Linux fixture uses the disposable nested KVM lab. Allowed and
blocked TCP responders and a DNS responder live exclusively in the worker's
private network namespace. Both TCP endpoints are checked from that namespace
before guest denials are counted. The fixture checks offline behavior, CIDR
rules, hostname and subdomain rules, unrelated names, and policy retention across
stop/start. On September 14, 2026, all three policies passed with official smolvm
1.16.0 on Linux x86_64: six probes per policy, followed by allowed/denied checks
after restart, deletion and absence of owned KVM descriptors. Managed execution
also completed an allowed request, retained its policy through record encoding,
recognized a duplicate submission and finished cleanup with an empty worker.
Extended checks
The follow-up campaign tested five Linux configurations: offline, IPv4 CIDR,
IPv6 CIDR, hostname with the server default, and hostname with an explicit
SMOLVM_EGRESS_FLOOR=strict. Each configuration used reachable synthetic endpoints
and checked:
	Allowed and denied TCP connections and UDP request/reply traffic over IPv4
and IPv6, plus IPv4-mapped IPv6 addresses. An IPv4-only policy did not open
IPv6 access; the converse also held.
	DNS over UDP and TCP, denied names, a misleading suffix, an alternate resolver,
and IP learning from both A and AAAA replies.
	An approved DNS name changing from an allowed address to a synthetic private
control address, plus names resolving to loopback and metadata addresses.
	Access to a synthetic control service and the gateway. The separate rollout
endpoint rejected missing and invalid credentials with HTTP 401; a request for
its machine-management route returned 404.
	Address policy behavior after restart, deletion, and absence of owned KVM
descriptors after worker shutdown.

The responders include both permitted and denied destinations. Positive controls
establish that the worker can reach them before guest denials count. IPv6 is
entirely local to the namespace: a synthetic responder satisfies upstream's
IPv6 connectivity probe without opening an Internet route. DNS rebinding results
apply to the tested private, loopback and metadata targets under the strict floor;
they do not establish that every possible DNS attack is prevented.
Bounded macOS Apple Silicon checks also exercised offline, IPv4 CIDR and hostname
policies using ordinary TCP connections to public services. All three passed
before and after restart, with each machine deleted. These checks used the
verified official 1.16.0 distribution and an approved Python artifact. They did
not run hostile payloads or exhaustion tests on the Mac.
Linux evidence now includes IPv6 and UDP enforcement; macOS evidence covers
IPv4 TCP and DNS compatibility; this Mac had no IPv6 route, so no live macOS
IPv6 result is claimed. The campaign does not qualify every protocol,
packet mutation, DNS attack, macOS IPv6/UDP combination, external API, browser
automation workload or tenant configuration. The resource/exhaustion campaign
remains a separate qualification. No adversarial networking ran on the physical
Linux host or developer's Mac.
The repository's docs/evidence/controlled-network-access.json preserves the
initial campaign. docs/evidence/controlled-network-extended.json records the
follow-up reports, runtime/artifact pins, source hashes and final cleanup.
Reproduce the isolated Linux checks with scripts/lab/network-extended.sh,
setting a unique SMOLBOX_NETWORK_ATTEMPT, only inside the prepared disposable
lab. The original scripts/lab/network-access.sh retains its managed execution
case via SMOLBOX_NETWORK_MANAGED=true. The bounded Mac script is
scripts/lab/network-macos.exs; it requires a dedicated empty worker at
$SMOLBOX_NETWORK_MAC_ROOT/api.sock and an approved $SMOLBOX_PYTHON_ARTIFACT.
These fixtures are not a general network security certification.


  

    Managed host integration

Start with Getting started for a complete runnable example.
This guide explains how to adapt that flow to your application's supervision,
authorization, durable storage, and worker configuration. Constructor options are
documented in SmolBox.child_spec/1 and SmolBox.Runtime.WorkerConfig.new/1.
See telemetry and inspection for bounded lifecycle observations,
notification failure semantics, and authoritative operator fields.
See deployment boundaries for worker/proxy setup, artifact trust,
storage responsibilities and upgrade/recovery procedures.
The managed runtime has real Linux/macOS execution and durable fault recovery
coverage. A subsequent
Linux deployment campaign
also verified external worker resource limits and failure recovery in one
constrained nested configuration. The library's supported qualification remains
:development; the host configuration below does not install those external
controls. Multi-tenant operation and macOS host enforcement are outside that
campaign's scope.
The host owns authorization, prepared runtime artifacts, worker installation,
proxy credentials, persistence, and artifact retention. SmolBox owns one command
per disposable machine, identity, observation, and evidence-based cleanup. It
does not interpret JSON business results or build/publish language packages.
Explicit supervision
Start a conforming store and artifact adapter first. SmolBox.Store.Memory is
available only with explicit mode: :ephemeral. Default durable mode rejects it.
The repository's Ecto/Postgres example owns its Repo and migrations separately.
A custom store must implement the full behaviour and pass conformance tests;
capability declarations alone do not certify its implementation.
Configure worker endpoints with SmolBox.Worker.new/3, then construct a client
with SmolBox.Client.new/2. Remote workers require verified HTTPS and a bearer
token. Proxy tokens stay in trusted configuration, outside persisted records.
{:ok, profile} = SmolBox.Profile.new("offline-policy-v2",
  storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768)
{:ok, configured_worker} = SmolBox.Runtime.WorkerConfig.new(
  client: client,
  platform: :linux,
  architecture: "x86_64",
  runtime_version: "1.14.6",
  profiles: [profile],
  artifacts: [%{
    "id" => "python-v1",
    "sha256" => approved_artifact_sha256,
    "architecture" => "x86_64",
    "path" => "/approved/python-v1.smolmachine"
  }],
  allocation_floor: %{storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768},
  capacity: %{slots: 2, cpus: 2, memory_mb: 2048, disk_gb: 60}
)

children = [
  {SmolBox,
    name: MyApp.Sandboxes,
    namespace: "myapp",
    store: {MyApp.SmolBoxStore, store_context},
    artifact_store: {MyApp.ArtifactStore, artifact_context},
    fingerprint_key: stable_secret_key,
    workers: [configured_worker],
    max_pending: 128,
    max_active: 4}
]
This fragment explicitly retains a Linux 1.14.6 worker with SmolBox 0.1.3.
Omitting the field selects 1.16.0. Use "1.14.1" explicitly
for an existing worker. See runtime selection.
This is a host configuration fragment, not a self-provisioning script. The host
must verify artifact bytes on the worker and retain that immutable artifact.
Its image must have neutral /bin/true startup and no automatic workload restart.
Neither HTTP reachability nor a supplied digest proves those facts. platform
is :linux or :macos; architectures initially tested are Linux x86_64 and
macOS aarch64. Linux arm64 remains unqualified.
allocation_floor is required and has no inferred default. Verify the largest
storage/overlay templates across the runtime installation and every approved
artifact, plus VMM overhead, before registering a worker. The 1.14.1 release's
supplied templates measured 20 GiB storage and 10 GiB overlay on both hosts.
SmolVM 1.14.1 retains a larger template even when its API reports a 1 GiB request.
Managed submission rejects profiles below the declared floor. Recovered work
checks the current floor again before dispatch; raising it does not rewrite an
existing specification or silently repeat a command. The low-level client cannot
detect this mismatch from the API response alone.
The example reserves 256 MiB guest memory plus 768 MiB VMM overhead per slot.
Linux source and a delegated cgroup observation support this VMM allowance for
the tested non-CUDA configuration. It is not a universal RSS bound, and macOS
does not provide the same cgroup controls. Disk reservations exclude shared
artifact caches, logs, layers, filesystem metadata and unrelated workloads.
Operators must separately bound and account for those resources. A floor is a
trusted configuration declaration, not an attestation or hostile-tenant quota.
Each physical worker must have one stable ID and one shared store authority.
Exact duplicate endpoint configurations are rejected, but aliases/proxies can
hide physical identity; the operator must prevent that configuration error.
Worker leases fence store writes, not requests already sent to the worker.
Changing the store partition or namespace is not safe controller takeover.
The supervision tree contains a task supervisor and a coordinator. The
coordinator launches bounded asynchronous scans and observers; it does not wait
on guest commands. Empty worker configuration starts without network I/O and
still permits inspection of persisted identities. Restarted observers use stored
state and never replay a possibly dispatched command.
Files and submission
Use SmolBox.ArtifactStore for approved input reads and immutable output writes.
SmolBox.ArtifactStore.Directory provides a small local adapter for a private
host-owned directory with mode 0700. It bounds reads, verifies digests, and uses
atomic hard-link installation to refuse conflicting output snapshots. The host
owns disk quotas, directory durability, and artifact/temporary-file retention.
Guests must have no access to that directory or its ancestors.
{:ok, command} = SmolBox.Command.new(["python", "/workspace/main.py"])
{:ok, spec} = SmolBox.ExecutionSpec.new(
  scope: "authorized-tenant",
  id: "request-123-attempt-1",
  artifact: %{
    "id" => "python-v1",
    "sha256" => approved_artifact_sha256,
    "architecture" => "x86_64"
  },
  command: command,
  profile: profile,
  inputs: [%{
    "source" => "approved-source-123",
    "path" => "/workspace/main.py",
    "size" => source_size,
    "sha256" => source_sha256,
    "mode" => "runtime_default"
  }],
  outputs: [%{
    "destination" => "result-123",
    "path" => "/workspace/result.bin",
    "max_bytes" => 65536
  }]
)

{:ok, handle} = SmolBox.submit(MyApp.Sandboxes, spec)
{:ok, snapshot} = SmolBox.await(MyApp.Sandboxes, handle, 30000)
Acceptance persists the spec and HMAC fingerprint. Keep the fingerprint key
stable across restarts and distinct from a database encryption key. Matching
scoped duplicates return the original handle even if that worker/profile is
later removed from configuration. Conflicting specifications fail.
Preparation reserves CPU, guest memory plus declared host overhead, disk
allocations, and a slot before VM creation. It persists an opaque machine name,
creates the prepared VM, records creation evidence, starts its neutral workload,
and stages inputs. Both the input read and a download after staging must match
the declared size and SHA-256 before dispatch intent is written. An ambiguous
creation without persisted creation evidence never authorizes adoption or deletion
using the name alone. A missing-machine observation is also insufficient when
creation may still be in flight: that reservation remains held, even if the
worker currently returns 404. Operator recovery must first establish that the
old worker request cannot subsequently create the resource.
The default command channel is SSE with bounded lossy UTF-8 output. Commands with
supported text stdin use the byte-preserving buffered endpoint because the pinned
SSE endpoint ignores stdin. These paths still need full upstream resource-abuse
qualification. Known output overflow can retain an exit code with an empty,
truncated: true result; overflow before an exit leaves an unknown outcome.
byte_size(result.stdout) and byte_size(result.stderr) are captured byte counts,
not estimates of bytes discarded by the worker.
After an observed exit, SmolBox checks that the owned VM is still running before
reading each declared output. Download can start a stopped VM upstream, so
collection assumes exclusive control of this namespace; it never runs after
SmolBox confirms termination. Files are individual bounded byte snapshots, not
an atomic multi-file filesystem snapshot. Output storage is keyed by execution
identity and destination: identical retries succeed, changed content conflicts.
A collection failure preserves the command exit and any already recorded outputs.
Read-only orphan inspection
SmolBox.audit_worker(runtime, worker_id, limit: 20) compares a bounded page of
namespace candidates with stored assignments. Pass the returned next_cursor
to continue; restart at nil for a fresh scan. This operator API spans scopes, so
the host must authorize it independently of an end user's execution handle.
	Status	Meaning
	owned	Recorded assignment and creation fields match the current observation; exclusive namespace control and weak upstream identity still apply
	untracked	The authoritative store lookup found no assignment; the name does not prove ownership
	unverified	Assignment exists but creation evidence was never persisted
	conflict	Recorded creation fields differ; leave the resource untouched
	cleanup_conflict	The worker list observed a machine while the record says cleanup complete; this can be concurrent deletion or possible reappearance
	unavailable	Store lookup timed out, failed, or returned unusable evidence; this is not absence

The API sends one list request and read-only store lookups. It does not adopt,
reserve, stop, delete, execute, or download files. Pages are separate observations,
not an atomic snapshot; investigate and rescan before deciding on manual action.
Foreign names are counted, not treated as owned candidates. A worker response
outside the supported machine and network policy contract fails decoding rather than weakening
that contract. A page has at most 100 candidates, a one-second list budget and
500 ms per lookup with four lookups at a time. No code, environment, secrets,
stdout/stderr, or artifact content appears in the report.
Store adapters must implement find_machine/3 and preserve the worker/name index
atomically with reservation, including after cleanup. An incomplete or unavailable
index must fail closed. The durable example supplies a unique SQL index and an
explicit authenticated backfill for records from its earlier migration.
Cancellation, deadlines, and cleanup
SmolBox.cancel(runtime, scope, id) persists intent. Before dispatch, the record
can become cancelled with not_dispatched evidence. After dispatch, a stopped
VM without a command receipt remains an unknown command outcome, with separate
termination_confirmed evidence. A known exit wins over an overlapping cancel
request. Fetch the record to inspect all dimensions; an acknowledgment is not
proof of termination.
await timing out only stops that caller's wait. Preparation, execution,
collection, and cleanup use persisted absolute deadlines plus monotonic elapsed
time within each observer. Wall-clock rollback cannot extend that observer's
budget. Hosts must synchronize clocks across controllers. Concurrent store
mutations keep updated_at_ms nondecreasing even if request timestamps arrive
out of order. Deadlines are not reset on restart.
Unknown executions are stopped promptly when ownership permits it. Their guest
disks remain until the persisted execution deadline plus retention_ms; this is
the evidence-retention policy, not a result-recovery promise. Retained unknown
machines are checked periodically, including for a previously sent exec that
arrives after stop and implicitly starts the VM again. Stop is an observation of
termination at that point in time; it does not fence pending worker requests.
Reobserving a running VM revokes that current termination evidence until another
stop is confirmed. The original command remains unknown and is never resent. For these records,
the fixed cleanup deadline includes that intentional wait followed by the cleanup
budget. The original command is never resent. Retained or failed-cleanup machines
continue to consume reservations.
Cleanup checks creation evidence before stop/delete and verifies absence before
releasing capacity. Failed cleanup does not rewrite successful command results.
Retries are bounded. After exhaustion, automatic work only inspects periodically;
it sends no more mutations. reconcile can request earlier inspection and can
confirm absence after an operator has resolved a resource whose creation was
already verified. Missing creation evidence requires separate operator resolution;
a momentary 404 cannot authorize releasing that reservation. It cannot bypass
ownership checks or authorize another command.
drain_worker excludes a worker from subsequent admission-task launches in this
runtime while preserving observation and cleanup. An admission task already in
flight may finish assigning work; draining is not an atomic worker-side fence or
cancellation request. Persist intended drain configuration in the host and use
draining: true when restarting; the convenience call itself is runtime-local.
Worker reports include the host-approved version/qualification, the latest typed
health observation and its wall-clock timestamp. Health age uses monotonic time.
The controller refreshes probes about every five seconds in groups of at most
four workers; stale observations are unavailable. Each HTTP probe has a 500 ms
operation deadline, and health JSON is capped at four KiB. A slower healthy host
can therefore be withheld conservatively. Long probes never run in the coordinator.
	Status	Admission meaning
	ready	The reported version matches the worker's explicitly configured supported version, inventory is available, and readiness succeeded
	degraded	The server responded, but inventory or blocking-pool readiness was unavailable
	incompatible	The server reported a different runtime version
	unavailable	No current valid probe or worker ownership claim is available
	draining	Host configuration or this runtime's drain flag excludes new task launches

Admission tries matching workers in configured order, with fresh health/readiness
checks before reservation. It rechecks cancellation and the original queue deadline
after probing. Prepared work is checked again before dispatch intent, so version
drift does not silently run a command against another runtime release. A failed
preparation still uses recorded identity for cleanup. Inspection and cleanup remain
available when a worker is incompatible or draining; health never authorizes
deleting an untracked resource.
The store atomically charges slots, configured CPUs, guest memory plus the
profile's host-memory overhead, and requested disk allocations. These are
accounting reservations, not measurements or hard
host limits. Operators must leave overhead and account for other host workloads.
Pending acceptance and active controller tasks are separately bounded. Capacity
exhaustion keeps accepted work queued until its fixed deadline; a full acceptance
queue returns :admission_exhausted. Identical existing identities still resolve.
The initial scheduler has no cross-tenant priority or strict fairness guarantee.
Runtime version and readiness cannot certify artifact availability or host quotas.
The host still verifies immutable artifact bytes, OS/architecture and the exact
profile revision. Unsupported profile controls and duplicate endpoint registrations
are rejected. Endpoint aliases cannot be discovered reliably by this client: each
physical worker must have one store authority. Active-active execution fencing is
not supported by upstream; deploying competing controllers does not create it.
Recovery rechecks the current artifact/profile approval before dispatching an
execution still in the prepared state. Removing that approval prevents command
dispatch and fails preparation; verified cleanup can still proceed through the
original worker. Existing handles remain inspectable. This does not cancel a
command whose dispatch may already have happened, and it does not rewrite an
observed result. Keep worker endpoints configured while they own unresolved work.
Stopping the runtime stops observers with bounded supervision shutdown. It does
not promise that a guest stopped. Restart with the same store and fingerprint key
to reconcile. Memory mode loses this authority when its store process stops.
Upgrading a worker
SmolBox 0.1.3 defaults to smolvm 1.16.0 on Linux x86_64 and macOS
Apple Silicon. SmolBox 0.1.2 defaults to 1.14.6. The controller upgrade also
changes durable records; follow Upgrading to 0.1.3. Before adopting the new
default with an older worker, preserve its expected version explicitly:
{:ok, worker} = SmolBox.Runtime.WorkerConfig.new(
  Keyword.put(existing_worker_options, :runtime_version, "1.14.6")
)
Use "1.14.1" instead for a worker still on that version. Omitting
:runtime_version in this checkout expects "1.16.0"; updating the Elixir
dependency does not install smolvm. A version mismatch prevents new execution.
Unverified versions and unsupported host combinations fail configuration
validation. Health checks require an exact version match, without fallback.
Consult the 1.16.0 qualification evidence
and preparation prerequisites before installing that worker. The same drain,
identity and prerequisite checks below apply to each supported version.
For an existing worker:
	Pause submissions at the application boundary and persist its drain setting.
Drain all controllers sharing the authoritative configuration. The convenience
drain call cannot retract an admission or request already in flight.
	Keep the original endpoint and store available until owned executions have
finished observation, collection and verified cleanup. Resolve unknown work
using its original identity; do not resubmit commands or discard reservations.
	Once the worker is empty and no requests remain in flight, stop it and install
the complete pinned distribution. Verify binary, agent, libkrun and artifact
digests. Do not mix files from different distributions.
	Recheck the deployment controls and approved artifact/profile revisions.
Disk requests below the 1.14.6 or 1.16.0 templates require working resize2fs on the
worker host (brew install e2fsprogs on macOS). Missing it caused file loss
after restart in our macOS check, despite successful health/start/exec replies.
Verify a small owned file survives stop/start before admitting work; see
the observed failure.
API allocations still do not prove host storage quotas. Retain conservative
floors until measured.
	Update the expected version, start the worker, verify health/readiness and
empty inventory, run an owned smoke execution through cleanup, then resume
admission. Rollback also requires a drained worker; do not assume its modified
registry or live VM state can be opened safely by the older runtime.

No persisted SmolBox record schema or fingerprint change is needed for the
version option. Changing an artifact or profile still changes execution meaning;
use a new approved revision and never rewrite an already accepted specification.
Unfenced worker requests
The pinned worker takes a machine reference before exec's implicit-start lifecycle
lock. Stop and delete use lifecycle locks, but neither supplies durable command
identity nor a request-fencing token. Controller leases cannot retract requests
already accepted by a proxy or worker. A delayed original request can arrive after
a stop; this is possible without SmolBox issuing any retry.
Do not treat termination_confirmed as a guarantee that no queued request can
subsequently start work. The runtime continues observation during unknown-outcome
retention and stops a reobserved owned VM. Hard deadline/cancellation guarantees
under arbitrary proxy queues, worker scheduler stalls, or controller loss require
an independently verified worker-side fencing/quiescence mechanism. None is
certified in this implementation. A configured execution deadline is an
observation budget plus an upstream command timeout, not proof of bounded wall
clock termination under those failures.


  

    Troubleshooting

Start with the returned SmolBox.Error and the original execution identity.
Errors expose a category, operation, dispatch evidence, and sometimes a known
exit code. They intentionally omit raw response bodies and command data.
An outcome is not a success flag
For an existing runtime and {scope, id} handle, inspect all three outcomes:
case SmolBox.fetch(runtime, scope, id) do
  {:ok, %{state: :unknown} = record} ->
    {:needs_investigation, record.evidence, record.cleanup}

  {:ok, %{result: %SmolBox.Result{} = result} = record} ->
    {:observed_exit, result.exit_code, record.collection, record.cleanup}

  {:ok, record} ->
    {:pending_or_not_dispatched, record.state, record.last_error}

  {:error, %SmolBox.Error{} = error} ->
    {:inspection_failed, error.category, error.operation}
end
:completed means a command exit was observed and declared outputs were
collected; the exit code may be nonzero. :collection_failed preserves the
command result while recording unavailable outputs. cleanup: :complete and
reservation: nil establish completed cleanup and released admission capacity.
await/3 can return before these last two fields are set.
Common problems
	Symptom	What to check and do
	Dependency cannot be fetched	Use {:smolbox, "~> 0.1.1"} and check connectivity to Hex. For an optional Git dependency, verify the public repository URL and requested tag.
	Worker.new/3 returns :validation	Remote endpoints need HTTPS, a nonempty bearer token, and valid certificate configuration. Local HTTP needs explicit loopback permission or a Unix socket. Base URLs cannot contain an API path.
	Directory.new/1 returns :validation	Supply an absolute existing directory with mode 0700, owned and controlled by the host. Creating the adapter does not create the directory.
	Runtime startup rejects the memory store	Set mode: :ephemeral for a deliberate local demo. Durable mode requires a conforming durable adapter and never falls back to memory.
	ExecutionSpec.new/1 returns :validation	Compare required fields and constructor limits. Artifact and manifest maps use string keys. command.timeout_secs * 1000 must not exceed profile.execution_ms.
	submit/2 returns :unsupported_capability	The exact profile and artifact identity must appear in a configured worker's catalogs. Profile allocations must meet its allocation_floor. Default 1/1 GiB profile disks do not meet the reference 20/10 GiB floor.
	An accepted execution stays queued	Inspect SmolBox.workers/1 for health, version, readiness, and drain status. Check available reservations, max_active, and the queue deadline. Acceptance does not mean the worker has started the command.
	:admission_exhausted	Check queued work and store limits. The memory store retains completed identities; its record/byte limits can fill even after guest cleanup. Do not discard a store that still owns work to make room.
	:identity_conflict	The same scoped ID was used with different semantic inputs, or an immutable artifact receipt conflicts. Recover the original specification. A deliberate changed execution needs a new authorized ID.
	await/3 returns :expired	Only this caller's waiting budget expired. Fetch or await the same handle again. Request cancellation explicitly if that is your intention.
	exec_stream/4 rejects stdin	SmolVM 1.14.1 ignores streaming stdin. Use exec/4 for bounded UTF-8 stdin or stage a file. The managed runtime selects buffered exec when stdin is present.
	Output is incomplete or :output_limit is returned	Check both the worker response-byte limit and decoded output limit. Inspect truncated, evidence, and any known exit code. Capture limits do not stop the guest or justify replay.
	Collected output is missing	Check collection, artifacts, and last_error, then the artifact adapter. Restoring storage and resubmitting the same ID does not rerun the command or recreate deleted guest files.
	Cleanup or reservations remain pending	Check ownership evidence, worker availability, retention, and cleanup attempts. An unknown outcome normally retains its VM until the execution deadline plus retention_ms (24 hours by default).

Recover without repeating uncertain work
reconcile/3 schedules another observation of existing evidence; it does not run
the command again or reset exhausted deadlines. A stored :unknown outcome can
remain unknown even after the VM is stopped and deleted. SmolVM 1.14.1 provides
no durable command receipt or request fence from which to reconstruct that result.
After an ambiguous submission error, keep the original spec and identity. Once
the store is available, inspecting or resubmitting that same spec lets atomic
acceptance recognize an existing request. Choosing a new ID can create a second
execution; a transport or store timeout is not proof the first was rejected.
After a controller restart, use the same durable store, keys, worker IDs and
namespace. Memory mode cannot restore the original records. Follow
Persistence and recovery for unavailable or corrupted stores and
Deployment boundaries for operator
recovery after exhausted cleanup. Do not delete machines based only on a name
prefix, use file downloads as passive recovery probes, or treat telemetry events
as authoritative state.
Useful reports
For an existing named runtime:
{:ok, workers} = SmolBox.workers(runtime)
{:ok, notifications} = SmolBox.telemetry_stats(runtime)
{:ok, page} = SmolBox.audit_worker(runtime, worker_id, limit: 20)
These are host/operator APIs. Authorize access before exposing them. Full records
returned by fetch/3 can contain source arguments, stdin, environment and results;
share redacted summaries when reporting an issue. Include the SmolBox/SmolVM and
Elixir/OTP versions, OS/architecture, error category/operation/evidence, execution
state, collection and cleanup status, and whether the worker/store was restarted.


  

    Telemetry and operator inspection

SmolBox emits optional asynchronous :telemetry observations from explicitly
started managed runtimes. Stored execution evidence is authoritative. Notifications
are lossy: they can be dropped, repeated during reconciliation, or interrupted
between stage start and stop. They are unsuitable for driving workflows, billing,
receipts, or exactly-once delivery. Low-level SmolBox.Client calls do not emit
these managed lifecycle events.
Use SmolBox.Telemetry.events/0 to register a handler with
:telemetry.attach_many/4. Prefer a named external function. The host owns
attachment, detachment, export and retention. A handler should finish promptly;
any downstream queue or service it uses needs its own bounds and redaction policy.
Attach a handler
This complete example logs event names at debug level without exposing execution
identifiers, command output, or artifact data:
defmodule MyApp.SmolBoxEvents do
  require Logger

  def handle_event(event, _measurements, _metadata, _config) do
    Logger.debug(fn -> "SmolBox event: " <> Enum.join(event, ".") end)
  end
end

:ok = :telemetry.attach_many(
  "my-app-smolbox-events",
  SmolBox.Telemetry.events(),
  &MyApp.SmolBoxEvents.handle_event/4,
  nil
)
Attach once during host startup. Remove the handler with
:telemetry.detach("my-app-smolbox-events"). Applications that export measurements
can use the fields below, with bounded queues and finite metric labels.
Events and measurements
All names start with [:smolbox]. Execution events carry count, stored
version, observed_at_ms, age_ms, and the current reservation measurements
reserved_slots, reserved_cpus, reserved_memory_mb, reserved_disk_gb.
Released reservations report zero. An observed result adds exit_code,
stdout_bytes, stderr_bytes and numeric truncated (0 or 1). Unknown command
outcomes have no fabricated exit measurement. Persisted cancellation intent adds
the original cancel_requested_at_ms; repeated cancellation does not reset it.
	Suffix	Meaning and additional measurements
	[:execution, :accepted]	Store acknowledged insertion of a new identity; duplicate lookup emits no second acceptance
	[:execution, :reserved]	Store acknowledged resource assignment; queue_wait_ms is elapsed stored wall-clock time since acceptance
	[:execution, :updated]	A meaningful state/evidence/result/collection/cleanup write was acknowledged; lease and scan-only writes are omitted
	[:execution, :cancel_requested]	Store acknowledged cancellation intent; inspect evidence for actual termination
	[:execution, :released]	Store acknowledged capacity release
	[:stage, :start]	Attempt started; system_time_ms gives the observation timestamp
	[:stage, :stop]	Attempt returned or raised; duration_ms is monotonic elapsed time
	[:worker, :status]	Worker status changed or drain was explicitly requested; count: 1
	[:store, :error]	A store call returned an error; count: 1, finite operation and category metadata; expected not-found reads can also appear

Stage metadata identifies :preparation, :execution, :collection or :cleanup.
Preparation includes machine preparation and input staging. Execution covers the
controller's command observation attempt, including transport; it is not isolated
guest CPU time. Collection covers output retrieval and persistence. Cleanup
measures each active reconciliation attempt, excluding retention waits and
controller downtime. Start has outcome :pending; stop has :returned, :error
or :exception. A returned attempt can still record an unknown or failed execution;
this category does not certify business success. No exception reason is emitted.
Execution :updated metadata includes persisted state, evidence, collection
and cleanup. This exposes dispatch intent, observed running/exit, unknown outcome,
collection failure and cleanup failure without suggesting that a notification is
a worker receipt. Wall-clock differences are clamped at zero and depend on the
host's clock discipline. They are not cross-host monotonic durations.
Payload privacy and cardinality
Events include configured runtime and namespace. Execution/stage events add
bounded scope and execution_id; worker observations add worker_id and finite
platform/status. Identifiers belong only in access-controlled traces. Choose
finite event kind, stage, platform and outcome categories for metric labels.
Do not label metrics with arbitrary runtime, namespace, scope or worker IDs.
Payloads omit command arguments, environment, stdin, business metadata, fingerprints,
artifact paths/digests/bytes, stdout/stderr and raw errors. Numeric measurements
are bounded signed integers. Malformed projections are discarded rather than
substituting raw data. No opt-in raw-output sink is provided by this library.
Third-party HTTP telemetry, exporter logging, and host code remain outside this
contract; inspect those separately before exporting from a sensitive environment.
Bounded delivery and failures
Runtime options telemetry_max_pending (default 128, range 1..1024) and
telemetry_timeout_ms (default 100, range 1..1000) control delivery. One handler
delivery process runs at a time per runtime. The pending cap includes active,
queued and reserved/in-transit notifications. Overflow is dropped before mailbox
delivery; producers do not wait for exporters. Each event is a small bounded
projection, independent of command/file/output length.
A handler deadline terminates that delivery process. Its execution task and the
coordinator continue. Handler failure follows :telemetry's handler behavior;
ordinary exceptions can detach that handler. Dispatcher failure restarts the
notification child separately from the work subtree. This is ordinary OTP fault
isolation, not protection against hostile BEAM code, exhausted VM resources or
repeated failures exceeding supervisor restart intensity. Handlers can spawn other
work, and that work is outside this dispatcher's supervision and capacity bound.
Scheduling pauses can delay timer handling; the timeout is not a real-time limit.
SmolBox.telemetry_stats(runtime) returns {:ok, stats} with available, epoch,
limit, pending, processed, dropped and timed_out. These are ephemeral
counters. processed means the delivery process returned normally, not that an
exporter durably received the event or every attached handler succeeded. Timeouts
are counted separately from drops. Concurrent rejected offers can briefly make
the pending snapshot exceed the limit while returning their speculative credits;
the number of accepted event messages remains bounded.
Dispatcher restart resets counters and changes epoch. Two consecutive idle
sweeps also retire credits abandoned by producers that died before sending. Late
messages from that retired epoch are discarded. Consequently, compare counters
only within the same epoch; missing events and reset counters are expected. Never
use them to reconstruct durable execution accounting.
Inspecting authoritative state
Hosts must authorize all inspection calls. SmolBox.fetch/3 returns the stored
record, including the full specification and result: unlike telemetry, it is a
protected data API. Use state, evidence, version, cancel_requested_at_ms,
next_due_at_ms, deadlines, result, artifacts, collection, cleanup, last_error
and reservation to distinguish command outcome, output availability and remaining
resource ownership. Do not expose the full record to an unauthenticated client.
SmolBox.workers/1 gives version/qualification, architecture/platform, recent
health, drain status, allocation floors and configured capacity. Capacity is a
host declaration, not measured free resources. SmolBox.audit_worker/3 provides
bounded read-only orphan inspection; it never adopts or deletes resources.
fetch, workers, telemetry_stats and audit_worker are observational.
cancel records intent that can lead to owned-guest termination. reconcile
advances observation/cleanup of existing evidence and never authorizes replay.
A new authorized execution requires a new identity via submit.


  

    Persistence and recovery contract

Use a durable store when executions must survive an application restart. SmolBox
persists intent and observations; the host adapter supplies transactions and
durability. The included PostgreSQL example has real database and process-recovery
coverage on Linux and macOS. A subsequent
constrained Linux deployment
also passed worker OOM, database-outage and independent worker-deadline tests.
Those tests preserved execution identity and unknown outcomes without replay,
retaining capacity until owned absence was verified. They do not add execution
fencing to the upstream API or change the recovery contract below. See
Compatibility for recorded evidence and
Troubleshooting for common operational symptoms.
Store contract
SmolBox.Store defines atomic acceptance, authoritative lookup, worker leases,
execution claims, compare-and-swap writes, reservations, release, cancellation
intent, resource inspection, and bounded due-work scans. A host adapter owns its
database, migrations, credentials, encryption, availability, and retention.
The core package has no database dependency and never runs host migrations.
Identity, claims, and replay
An execution key is {scope, execution_id}. Acceptance stores the immutable spec
and keyed fingerprint before any worker action. Identical duplicates return the
original record, including its deadline, outcome and cleanup status. Conflicting
fingerprints fail. A store timeout or lost commit acknowledgment must never be
translated into absence; inspect or resubmit the same identity through atomic
acceptance. The host must use a stable fingerprint key across restarts.
Worker ownership and execution claims are distinct. Both have bounded leases;
expired takeover increments their generations. Writes check the record version,
claim generation, owner, and the current worker generation. Renewing a worker
after expiry does not automatically revive an execution's old fence. Claims must
be refreshed before dispatch intent can be committed.
Fencing prevents stale store writes, not HTTP already sent to SmolVM. A
replacement controller cannot replay dispatching, running, or unknown work.
The selected worker API has no durable command receipt. An uncertain operation
can remain unknown indefinitely even after its VM is confirmed stopped or absent.
Only the host can authorize a distinct execution attempt under a new identity.
Outcomes and deadlines
Execution, collection and cleanup remain separate. Nonzero exit is an observed
result. Failed output collection cannot erase it, and failed cleanup cannot turn
it into a failed command. Error history retains the latest eight redacted entries.
Creation evidence and observed results become immutable once recorded. Cleanup
completion after worker assignment requires recorded absence; capacity release
then occurs through a separate atomic store operation. Unknown work and failed
cleanup retain CPU, memory, disk and slot reservations until release is justified.
Absolute queue and stage deadlines survive reloads. First entry sets preparation,
execution, collection, and cleanup budgets; repeated inspection never resets
them. Due queries use bounded pages ordered by {next_due_at_ms, scope, id}.
Records remain the authority when observers, callers or mailboxes disappear.
Storage adapters
SmolBox.Store.Memory is explicitly ephemeral. A process/VM restart loses its
records and can leave machines behind. It bounds record count and encoded record
bytes and retains completed identities, so it eventually rejects new records
when full. These bounds are not claims about total BEAM RSS. Never silently fall
back to it from a durable adapter.
SmolBox.Store.Codec is a versioned format for trusted host storage, not a
public or guest input format. It rejects compressed terms, trailing bytes,
unrecognized schemas, unsafe data shapes, and live BEAM values. It loads only the
fixed schema vocabulary before safe decoding in a fresh BEAM. The codec does not
encrypt secrets: adapters must authenticate and encrypt payloads or use an
explicitly approved equivalent storage policy. Unknown-schema or corrupt rows
are errors requiring migration or investigation, never permission to start over.
The reusable suite is in
test/support/store/contract.ex.
It is repository test support, not part of the published library package. An adapter test module
uses SmolBox.Store.Contract and supplies adapter and store in its setup
context. It checks concurrent acceptance, conflicts, claims and CAS races, atomic
reservations, release conditions, worker takeover, expiry, and due pagination.
The suite alone does not certify durability; also run fresh-process database
recovery, unavailable-database, corruption, and transaction-failure tests.
The repository's
durable host example
owns its Repo, schema migration,
AES-256-GCM record encryption, and indexed projections. Mutations serialize on a
partition row inside a SQL transaction. It demonstrates a small-pool adapter,
not automatic database provisioning, key rotation, or unlimited throughput. See
its README for configuration, schema upgrades, keys, and retention responsibilities.
Machine ownership and assignment lookup
A missing machine can be only a temporary observation while an old create request
is still in flight. Managed recovery therefore never releases an assigned
reservation without persisted creation evidence merely because a lookup returns
	Likewise, stopping a VM does not fence a delayed original exec request.
Unknown retained machines are rechecked; a reobserved running VM revokes current
termination evidence until another stop is confirmed. See the host integration
guide for the operator quiescence boundary and deadline limitations.

find_machine/3 resolves a worker/name to its original execution through an
assignment index retained after cleanup. Reservation updates that index
atomically, preventing a second execution from taking the same worker/name.
The memory adapter bounds the index by its record count. The durable example's
second migration adds a unique SQL mapping and an explicit one-record-per-
transaction authenticated backfill. Missing backfill work blocks startup and
lookup until completed; see the example README for the maintenance procedure.
Worker inventory inspection remains read-only and never substitutes a matching
name for recorded creation evidence.
Worker and output-store failures
An API-server restart is not a VM restart. SmolVM 1.14.1 keeps VMs running when
smolvm serve exits. The dedicated qualification script kills its own server
after the durable controller records running work, waits for recorded uncertainty,
then restarts the server against the same worker data. It verifies the original
VM still runs before allowing recovery. Recovery keeps the execution identity,
deadline and unknown outcome, stops the verified VM, waits through retention,
deletes it, records absence, and releases capacity. This tests reconnection and
cleanup; it does not recover a command receipt or fence earlier worker requests.
Cleanup has a finite mutation budget. When the API remains unavailable beyond
that budget and the persisted cleanup deadline, recovery retains the unknown
outcome, cancellation intent and reservation. Reconnection alone does not reset
the budget or authorize more mutations. Bounded read-only reconciliation can
recognize absence after an operator resolves the verified resource and then
release capacity. Real probes keep the API down for approximately 95 seconds
to cross this boundary; the still-running VM requires operator cleanup.
An unavailable output store produces :collection_failed while preserving the
known command exit and allowing independent machine cleanup. Restoring storage
and resubmitting the same execution does not replay the command or silently
recollect deleted guest files. Cancellation racing with a received exit also
retains that exit: cancellation intent is not permission to replace observed
evidence with a fabricated cancelled result. Collection may finish or fail
depending on which file operations completed before cancellation was observed.
Upgrading to 0.1.3
SmolBox 0.1.3 introduces record schema v2 to persist network policies. Despite the
patch version number, this is a deployment compatibility change for applications
using SmolBox.Store.Codec, including the PostgreSQL example. A controller is
an Elixir application instance running SmolBox, not a smolvm worker.
	Reader	Legacy v1 records	New v2 records
	SmolBox 0.1.2	Supported	Rejected
	SmolBox 0.1.3	Supported as offline	Supported

Every new codec write uses v2, even when networking stays offline. Reading a
valid v1 record adds offline defaults in memory without changing its execution
fingerprint or immediately rewriting the stored bytes. Its next save uses v2.
Upgrading the SQL schema alone cannot make an old reader understand those bytes.
Custom adapters with their own serialization need an equivalent migration plan.
For controllers sharing a durable store:
	Pause new submissions and drain active work, including collection, cleanup
and reservation release. Resolve retained or unknown work through the existing
recovery procedure; do not delete its records to make the upgrade proceed.
	Stop every old controller and any other process reading or writing these
records. Do not leave 0.1.2 instances running during a rolling deployment.
	Back up durable data and preserve the existing fingerprint key, encryption
configuration, execution identities and worker ownership information.
	Deploy 0.1.3 to all readers and writers. Its default worker version is 1.16.0;
follow the worker upgrade procedure
or explicitly keep runtime_version: "1.14.6" or "1.14.1" for older workers.
The library does not install or upgrade smolvm. Network policies require 1.16.0.
	Verify existing records remain readable and duplicates retain their identity.
Resume submissions after confirming the configured workers pass version checks
and recovery is operating with the same durable state and keys.

Rollback: before any v2 record is written, the record format does not prevent
returning to 0.1.2, provided its worker configuration is still compatible. After
v2 writes, there is no built-in downgrade to v1. Keep a compatible reader or plan
an explicit, reviewed migration. Simply restoring an earlier database backup can
lose evidence of commands already accepted by workers and lead to duplicate work.
A decoding failure must remain an error, never be treated as a missing execution.
The in-memory store is ephemeral and is not a persistence migration strategy.
Restarting it loses execution records and may leave machines behind. Applications
using only SmolBox.Client do not use this managed record format, but must still
check their worker version and any persistence they own.


  

    Deployment and trust boundaries

The controlled networking feature introduced in 0.1.3 permits explicit operator-approved
outbound policies on smolvm 1.16.0. Existing offline defaults and prior offline
qualification evidence remain unchanged. See Controlled network access
for DNS/IP semantics, profile approval and the separate enforcement fixture.
The server's strict egress floor must remain enabled when relying on the recorded
private-address and DNS rebinding checks. SmolBox does not attest worker environment
settings. Network-enabled guests can reach upstream's dedicated rollout gateway;
its lease authentication is a separate boundary from the private management API.
SmolBox relies on
SmolVM's isolation model
for running untrusted code. Each part of a deployment has a separate responsibility:
	Component	Responsibility
	SmolVM and its virtualization stack	Run each workload in its own VM and defend the guest-to-host boundary under the upstream security model
	SmolBox	Manage execution identity, admission, observation, bounded collection, uncertain outcomes and cleanup
	Application and deployment	Authorize access, approve images, protect worker interfaces, enforce host resource limits, configure networking and credentials, and operate durable storage and recovery

SmolBox does not provision a worker, proxy, database, image registry or hypervisor.
The library's supported qualification remains :development; it does not install
or attest host resource controls. Requested unsupported hard-control options
remain rejected.
After the 0.1.0 release, a Linux campaign verified external resource enforcement
and failure recovery on one pinned nested deployment. See the
validation summary
and the full
Linux qualification guide.
Those results apply to that configuration: one execution at a time, approved
images, no guest networking, host mounts or production secrets. They do not
extend to arbitrary images, concurrent tenants or macOS host limits.
What must be trusted
The Elixir application authorizes users, assigns scopes and selects approved
profiles and artifact revisions. A {scope, execution_id} handle is an identity,
not a bearer authorization token. Keep the low-level client, worker configuration,
orphan inspection and full stored execution records behind host authorization.
Never expose arbitrary worker endpoints, artifact host paths or profile controls
as user-editable request parameters.
Guest commands, their dependencies, output and files may be hostile. The host OS,
hypervisor, VMM, SmolVM server account, worker proxy, Elixir VM and configured store
adapters are trusted infrastructure. Guest root cannot attest exactly-once
execution or enforce a host safety boundary. Telemetry handlers and artifact-store
adapters are trusted host code; they do not execute inside a microVM.
An approved prepared .smolmachine is also a trusted deployment input. Its guest
code can be untrusted, but the host must verify its architecture, immutable bytes,
neutral entrypoint, disabled restart policy and absence of embedded credentials or
unexpected runtime configuration. A SHA-256 identifies bytes; it is not a security
review. Store approved runtime artifacts in an operator-owned, non-writable catalog.
Do not accept a guest-uploaded archive as a worker artifact or unpack it on the host.
Worker account and control interface
Use a dedicated worker account and private state/storage locations. Keep it away
from application credentials, source checkouts, SSH agents, cloud metadata
credentials and unrelated workloads. Separate tenant pools when their trust or
retention policies differ. One physical worker must have one authoritative store
and an exclusive namespace owner. Endpoint aliases and separate stores do not
create worker-side coordination or command fencing.
Bind smolvm serve to a private loopback or verified local Unix interface.
Remote access goes through an operator-supplied authenticated TLS proxy. SmolBox
requires a bearer token and certificate verification for remote HTTPS endpoints;
HTTP is restricted to an explicitly permitted loopback development endpoint.
The API is powerful control-plane access, not a public guest service. Restrict
host firewall/routing and proxy authorization to authorized controllers. Tokens
remain in the controller/proxy configuration, never guest command environment.
The proxy must reject unauthorized requests before forwarding, validate backend
routing, avoid following redirects, impose finite request/body/concurrency limits,
and support the needed SSE response behavior. Disable automatic upstream retries
and failover for mutations, especially exec. Bound queue time, connection lifetime
and idle time; record their interaction with the controller's budgets. Proxy logs
must exclude authorization headers, command/file bodies and returned output.
The disposable TLS test proxy is a qualification fixture, not deployment software.
Authenticated transport does not provide execution receipts, durable deduplication
or request fencing. A request already accepted by a proxy can outlive its original
controller. Stop/delete observations cannot prove that a delayed exec will never
start a VM. Preserve unknown outcomes and reservations under the documented
recovery rules; do not automatically fail over an uncertain command
to another worker.
Minimal configuration and current enforcement limits
Managed execution rejects unsupported profiles and always requests no guest
networking without explicit allowlists, host mounts, forwarded ports, host sockets, GPU/CUDA or nested Docker.
It uses approved prepared artifacts with /bin/true and restart policy never.
Image preparation happens separately under host policy; a failed offline execution
never authorizes networking or an arbitrary image pull.
Linux deployment results below refer to that specific externally constrained
configuration. The library's profile options do not configure its host controls.
	Control	Observed behavior	Scope and limitations
	Concurrency and reservations	Atomic store admission for the documented ownership topology	Does not coordinate an unrelated store or external worker users
	vCPU allocation	Requested, decoded and matched; real guests on both platforms report one CPU	Allocation is not a CPU-time quota; host contention remains external
	Guest memory	Finite overload experiments on both platforms record guest OOM evidence while the command parent and VM survive	No universal host-RSS bound or complete hostile-memory certification
	Host CPU/memory/tasks	The Linux deployment recorded CPU throttling, an OOM kill at 1.5 GiB charged memory, and task denial under a 96-task cap	External worker controls; CPU bandwidth is not CPU time, charged memory is not process RSS, and host tasks are not guest PIDs; macOS enforcement was not tested in this campaign
	Disk	Verified template allocation floors and reservations; the later Linux deployment filled its 768 MiB VM/cache mount while separate 64 MiB control storage retained space, and API deletion succeeded	The earlier shared-storage cleanup failure remains relevant to that layout; these external worker quotas are not per-execution library options or evidence for macOS host limits
	Guest process count	No certified hostile-guest process limit	Guest root cooperation or a Python/JS wrapper cannot supply it
	Deadlines/cancellation	Persisted budgets and observed owned-VM stop; the Linux deployment also passed an independent 300-second worker deadline and frozen outer-VM recovery	The worker unit has a five-second stop grace; outer-kernel failure falls back to the physical host's 45-minute QEMU deadline plus stop grace; delayed requests remain unfenced
	Output	Bounded BEAM capture and transport; finite overflow and blocked-observer tests, including a contained Linux producer, preserve the available evidence	Arbitrary hostile-protocol behavior and total server/channel/frame memory remain unqualified
	Egress and credentials	Offline configuration; tested public TCP and selected guest-to-host routes fail; initial credential-sentinel checks	These probes do not certify every host route, credential source or protocol

Run resource-abuse tests only inside independently verified host limits. A profile
field, health response, API allocation echo or successful ordinary command does
not verify the kernel enforcement boundary. Keep sparse disks, shared layers,
runtime caches, VM logs and failed-cleanup retention within separate host budgets.
Guest processes and host VMM threads are different quantities. No user-supplied
hard CPU-time, host-RSS, process-count or host-disk-byte setting is accepted by the
current library.
Configure SMOLVM_FILE_TRANSFER_MAX_BYTES on the worker before starting the
server. The tested installation uses 1 MiB; the pinned release's default 4 GiB
is inappropriate for this small-file contract. Client download limits protect
the controller after the server has performed its own work; they cannot replace
server-side limits. The pinned SSE bridge uses an unbounded channel by message
count and an 11 MiB aggregate relay cap plus a frame. This is not a proven total
worker memory limit. Networkless guest configuration also does not prove that
all host-agent control paths are inaccessible to hostile guest code.
Files and persistence
Use exact validated /workspace paths and bounded manifests. SmolBox does not
recursively unpack guest archives or select outputs with wildcards. Lexical path
validation cannot establish race-free symlink containment inside an actively
changing guest. Collected files are bounded individual snapshots, not an atomic
filesystem snapshot. Keep guest-derived names and bytes out of host path-building
logic except through a conforming artifact adapter.
The pinned prepared Python artifact follows a /workspace symlink on download
even when its target is elsewhere inside the guest. Both Linux and macOS tests
read a guest-only /tmp sentinel through such a link. Upload replaces that link
with a regular file and leaves its former target unchanged. This is not a host
filesystem escape, but it means workspace-only canonical containment is absent
for this artifact path. An extra guest stat before download cannot close a
hostile symlink race. Keep secrets out of the entire guest image and do not claim
workspace containment from the lexical API restriction.
A guest FIFO is another tested limitation: the agent opens the path before its
regular-file check, so a read with no writer can block. The client operation
deadline returns a transport error; stopping and inspecting the owned VM clears
the blocked guest. Neither that deadline nor a rejected oversized response is a
successful file transfer or confirmed guest termination. The worker's configured
1 MiB file cap rejects a 1 MiB-plus-one file with an HTTP error; a smaller client
cap independently rejects an oversized response.
Finite output tests also distinguish verified results from missing evidence.
An 8 KiB buffered response exceeding a 128-byte output allowance retains the
received exit code in its typed error. The equivalent interrupted SSE capture
reports uncertainty with no exit code. A blocked callback expires while a finite
512 KiB guest producer can finish and write its test marker; expiry kills the
local observer, not the VM. These measurements do not bound total worker memory.
The directory adapter requires a private root, bounds bytes and verifies immutable
publication. It is not a general multi-host object store, hostile-host filesystem
defense or persistent global disk quota. The host owns durable object retention,
encryption, backups and cleanup independent of VM retention. Artifact-store
unavailability preserves command exit evidence and reports collection failure.
Use a durable conforming store when restart recovery matters. The included
Postgres adapter is an example host project, not a library dependency. Its
fingerprint and encryption keys must survive restarts and remain private. Hosts
own migrations, backups, access control, key rotation and record retention.
Never replace an unavailable store with memory or generate a new fingerprint key
for old identities. Memory mode is explicitly ephemeral and loses authority when
its store process stops.
Upgrades and operator recovery
	Stop accepting new work for the target pool and persist its drain policy.
Runtime-local drain excludes later admission-task launches; already active
admission or execution can still finish. It is not a worker-side fence.
	Inspect outstanding records, reservations, unknown outcomes and cleanup.
Keep old worker routes and artifact evidence available until their ownership
has been resolved. Do not delete resources by prefix or release a reservation
just because an unverified create temporarily returns 404.
	Back up durable state and required keys. Apply host-owned migrations explicitly
and verify the store contract before starting the new controller. Follow the
durable example's authenticated index backfill instructions for its older schema.
	Pin and verify the new binary, schema and artifact bytes on a separate candidate
worker. Recheck template sizes, VMM overhead, network behavior, proxy semantics,
host quotas and all advertised platform tests. SmolBox 0.1.1 admits
only the qualified SmolVM 1.14.1 contract; a different version is incompatible.
	Give changed artifacts/profiles new immutable revisions. Do not rewrite saved
execution specifications or resubmit a changed specification under an existing
identity. Recovery rechecks current approval before a prepared command dispatches;
revocation cannot undo a command that might already have been accepted.
	Start one owner with the existing store and keys, inspect reconciliation, then
reopen admission only after the host has verified compatibility and capacity.
Rollback must also preserve original identities and avoid overlapping owners.

For exhausted cleanup, investigate stored creation evidence and current worker
state before taking an explicit operator action. reconcile can observe later
absence of a verified resource; it cannot authorize replay or override ownership
conflicts. Retain an audit of manual actions outside SmolBox's optional telemetry.
Never interpret a cancelled HTTP request, dead controller or expired await as
confirmed guest termination.
Worker storage exhaustion
An earlier contained Linux 1.14.1 probe filled its private 512 MiB data mount. The guest
observed a write I/O error and could be stopped, but SmolVM could not commit its
VM deletion because its database shared the full mount. SmolBox correctly
reported uncertainty; an observed stop does not confirm cleanup. Retain the
execution's reservation and ownership evidence through the normal cleanup path.
Operators need verified headroom for control metadata or separately bounded
storage, and an owned-worker recovery procedure for exhausted storage. The
experiment recovered by destroying only its separately bounded, verified owned
unit and private in-memory mount. This cannot be generalized to deleting a
shared worker's data or all machines with a matching name prefix. See
resource qualification for exact limits, counters
and the recorded shared-storage failure.
The subsequent nested Linux deployment separated its 768 MiB VM/cache mount
from its 64 MiB control-metadata mount. Repeating disk exhaustion filled the
VM/cache mount while metadata retained free space; owned stop, API deletion and
absence inspection all succeeded. This resolves the observed cleanup problem
for that storage layout. It does not change SmolVM's behavior when data and
metadata share an exhausted filesystem. See
Linux deployment validation
for the tested configuration and recovery evidence.


  

    Resource evidence and deployment boundaries

SmolBox relies on SmolVM for VM isolation and on the deployment for host resource
enforcement. Execution profiles declare guest allocations and controller admission
reservations; the supported worker qualification remains :development.
The library rejects requested CPU-time, host-RSS,
process-count and host-disk-byte controls; a matching worker API reply is not
proof of enforcement. See Deployment boundaries for the division
of responsibilities.
The original 0.1.0 experiments are retained below with their recorded settings
and outcomes. The subsequent Linux campaign adds evidence for a different,
externally constrained deployment. It does not change the library's accepted
profile options or the results of the earlier experiments.
Subsequent Linux deployment validation
After the 0.1.0 release, we tested pinned SmolVM 1.14.1 and approved Python/Node
artifacts in a disposable Linux x86_64 VM with nested KVM. The configuration runs
one execution at a time, with no guest networking, host mounts or production
secrets. It uses a dedicated worker account, private Unix API and network
namespace, and startup checks for pinned inputs and required kernel controls.
	Worker control	Configuration and observed result
	CPU bandwidth	One CPU of bandwidth; kernel throttling recorded under load
	Charged memory	1.5 GiB, zero swap; the kernel recorded an OOM kill at the limit and systemd stopped the worker
	Host tasks	96 processes/threads; the kernel rejected further task creation
	VM/cache storage	768 MiB tmpfs with separate 64 MiB control storage; disk exhaustion produced a write error, metadata retained space, and owned API deletion succeeded
	Worker lifetime	300-second deadline with five-second stop grace; the independent deadline terminated the worker during a potentially accepted execution

These controls apply to the worker and its VMM processes inside the outer VM.
The physical host separately bounds QEMU and lab storage; the worker exhaustion
results do not establish that every outer limit was exhausted. CPU bandwidth is
not accumulated CPU time, charged memory is not per-process RSS, and host tasks
are not guest PIDs. Storage is bounded for this worker, not through a per-command
disk-quota option in SmolBox.
The campaign passed all 14 runtime, 16 PostgreSQL store and 25 durable recovery
cases, plus ten workload probes and eleven rejected unsafe configurations.
Additional worker OOM, database-outage and deadline cases preserved execution
identity and unknown outcomes without replay, retaining capacity until owned
absence was verified. The physical host also terminated a frozen outer VM,
rebuilt its disposable disk and verified a clean replacement execution.
If the outer guest kernel stops responding, recovery uses the physical host's
45-minute QEMU deadline plus stop grace, rather than the worker's 300-second
clock. The tests do not cover arbitrary images, concurrent tenants, external
networking or macOS host limits. Guest symlinks can still reach other paths
inside the guest; canonical workspace containment remains unsupported.
The full
Linux qualification guide
describes the deployment, reproduction steps and limitations. The bundled
Linux candidate evidence
records source identities, kernel counters, successful checks and retained failed
attempts. Its scripts target that disposable lab; installing the Hex package or
following Getting Started does not configure this deployment.
SmolVM 1.14.6 Linux deployment retest
On September 10, 2026, the 0.1.2 compatibility work repeated the constrained
campaign with the complete released Linux x86_64 SmolVM 1.14.6 distribution.
The original worker limits above were retained: 1.5 GiB charged memory with no
swap, one CPU of bandwidth, 96 host tasks, separate bounded control/cache
storage, and the independent 300-second deadline. The private API, network
namespace, seccomp and Landlock startup requirements also remained in place.
All ten workload probes and eleven deliberately weakened configurations passed
their expected assertions. Every observed VMM thread had seccomp filtering,
NoNewPrivs and an empty effective capability set. Separate host injections
recorded CPU throttling, task denial and a worker OOM kill. Durable worker OOM,
database failure and deadline tests preserved the execution identity and unknown
outcome, with one recorded dispatch attempt and cleanup confirmed after recovery.
The physical host's frozen-VM recovery check also passed, followed by a clean
1.14.6 execution in the replacement guest.
The compatibility evidence records
the pinned inputs, measured results and failed attempts. It also distinguishes
the retained 1.14.1 artifacts from newly prepared 1.14.6 payloads. This campaign
does not test concurrent tenants, arbitrary images, asynchronous block I/O,
macOS, Linux ARM64 or every possible kernel exploit. The library still rejects
unsupported hard-control requests. These results qualify the recorded Linux
configuration and workloads, not a portable security guarantee from SmolBox.
Disk template mismatch in SmolVM 1.14.1
Pinned source is e8d09ef616d363004d55b80a6cdb31a4e7e1842d. The released Linux and
macOS installations supply a 20 GiB storage template and a 10 GiB overlay
template. src/storage.rs opens requested disks, then ensure_formatted copies
an available template. src/disk_utils.rs:copy_disk_from_template only extends a
copied file when it is smaller than the request. It never shrinks it. Existing
larger disks also remain unchanged. Packed VM templates can impose further floors.
A real 1-vCPU, 256-MiB, 1/1-GiB Python machine on each platform reported those
requested allocations through the API, but /workspace exposed
21,118,275,584 filesystem bytes. The Linux VM had a 21,474,836,480-byte storage
raw disk and a 10,737,418,240-byte overlay raw disk. These were sparse files;
logical capacity and allocated host blocks are different measurements. macOS
had the same released template sizes and guest filesystem capacity. Neither
API matching nor sparse initial allocation justified the former 2 GiB reservation.
WorkerConfig.allocation_floor is therefore a required trusted declaration:
%{storage_gb: ..., overlay_gb: ..., host_overhead_mb: ...}. The host must verify
the largest runtime/artifact template and VMM requirement for every artifact in
that worker catalog. Requests below any floor are rejected before acceptance.
Recovered prepared work rechecks current approval before dispatch. A corrected
floor never rewrites a stored profile or authorizes command replay. Floors have
no implicit default, and configuration cannot remotely attest their accuracy.
The examples now request and reserve 20/10 GiB disks explicitly. Profiles and
machine codecs accept 1..64 GiB per disk; the old 8 GiB ceiling could not represent
the released templates. Smaller profiles are only appropriate after verifying
smaller templates on a separately qualified installation. SmolBox neither
rewrites images nor provisions worker storage. Shared caches, extracted layers,
logs, filesystem metadata and unrelated workloads require separate accounting
and host quotas. An artifact/runtime upgrade requires repeating qualification.
Linux memory and cgroup observation
A fresh private worker was launched as an owned user-systemd unit with delegation,
2 GiB memory, no swap, 200% CPU quota and 128 host tasks. Both the unit invocation
and actual kernel control files were verified. Its one neutral VM was observed
in its own vm-PID cgroup with a 1 GiB memory cap and a one-core CPU quota. The
VMM's 1024 local task cap inherited the stricter parent limit of 128. Guest
processes do not each correspond to host cgroup tasks.
The selected upstream non-CUDA Linux calculation adds 768 MiB to guest memory.
Cgroup creation/writes are best-effort upstream: failure can still boot a VM.
macOS does not implement these cgroup controls. The updated example allowance
is not an automatic attestation that cgroups exist, nor a universal RSS limit.
One bounded probe attempted to allocate at most 384 MiB inside the 256-MiB guest.
The child exited with signal 9; guest kernel output identified that same Python
process as an OOM victim. The command parent and VM survived. The host unit and
VM cgroup reported no OOM events; observed peaks were 514,179,072 and 363,044,864
bytes respectively. This is evidence for that guest-memory experiment, not a
complete hostile-workload qualification or proof of host OOM containment under
all conditions. No disk-fill or process-exhaustion experiment was run in that
initial increment. The next section records the earlier shared-storage failure;
the subsequent campaign adds measured
host OOM, task denial, CPU throttling and recovery with separate storage.
The probe also observed one guest CPU/affinity, no host test sentinel in its
environment, no rollout token, and no host qualification workspace path. These
checks do not establish that every control-plane route or credential is isolated.
Both probe VMs were stopped/deleted only after comparing their full recorded
creation evidence, and subsequent inspection observed absence. The owned Linux
unit was stopped after verifying its invocation ID and empty inventory. No
unrelated service or VM was stopped.
Contained Linux exhaustion and slow-reader experiments
Two later experiments used fresh owned worker data directories mounted as
512 MiB tmpfs filesystems inside private user/mount namespaces. The same
unprivileged account launched user-systemd units with independently verified
kernel limits: 2 GiB memory, no swap, 200% CPU quota and 128 host tasks. Units had
a 300-second deadline and control-group teardown; the launcher imposed a
270-second deadline and 512 KiB worker-log cap. The normal worker and shared host
mounts were untouched. A prior 1 MiB mount preflight actually reached ENOSPC.
These are exploratory development-host experiments, not a supported provisioner
or production profile.
The released runtime and approved Python artifact stayed outside the writable
data mount. Inside the namespace, SMOLVM_VM_UID_DROP=off and
SMOLVM_DISABLE_SHARED_EXTRACT=1 were required test settings. Both boots logged
a failed systemd scope-adoption attempt lasting ten seconds. The VMM remained in
the verified capped parent unit; per-VM scope adoption and service-restart
independence were not established. Creation took about 254 ms and start about
10.036 seconds, dominated by that timeout. Fresh data roots do not make those
numbers a default deployment or cold-host benchmark.
The first guest observed one vCPU and consumed about 3.997 CPU seconds in a
four-second loop. Thirty-two finite sleep children all completed. The parent
unit peaked at 26 host tasks and did not hit its task limit. This directly
illustrates why a host task cap does not count guest processes; a hard guest
process-count control remains unsupported. The CPU trial did not cause observed
parent-quota throttling and is not evidence of a CPU-time quota.
A finite disk producer attempted at most 640 MiB in 1 MiB writes with fsync
after every write. At 336,592,896 guest bytes it received EIO. The private host
mount was exactly full at 536,870,912 bytes. The parent unit's recorded memory
peak was 866,095,104 bytes, with no cgroup OOM/max event. The guest could still be
stopped, but the subsequent delete returned an uncertain protocol error.
SmolVM's own log reported that committing VM removal failed because its database
or disk was full. Read-only inventory confirmed the same owned machine remained
stopped. Source orders database removal before data-directory removal.
This is a cleanup failure that operators must account for. Guest writable data
can exhaust space needed by the worker's control metadata. Capacity reservations
alone do not prevent it. A production storage design needs verified control-plane
headroom or separately bounded storage, plus ownership-aware recovery when the
API cannot commit cleanup. Do not mark deletion complete or release reservations
on the basis of a stop response. The experiment ended by verifying and stopping
only its exact owned unit; its processes/cgroup disappeared and its private
in-memory mount was destroyed. This teardown is not a successful API delete.
The subsequent nested Linux deployment used separate 768 MiB VM/cache and 64 MiB
control-metadata mounts. Its disk-full trial retained metadata headroom and
completed stop, API deletion and absence verification. That result addresses
the failure for the tested storage layout; it does not repair or erase the
earlier shared-storage result. See
Subsequent Linux deployment validation.
A September 10 retest of SmolVM 1.14.6
reproduced the original shared storage failure on 1.14.1 and verified the upstream
deletion fix on 1.14.6. The historical measurements above remain unchanged.
The second guest attempted at most 64 MiB of output while its client's stream
callback blocked. SmolBox retained a 64 KiB capture limit and ended observation
after 3,003 ms; the callback process was gone and the VM still running. The
reported outcome stayed unknown with no exit code. Actual emitted bytes were
not recovered, so the upper bound must not be described as a completed 64 MiB
transfer. Explicit ownership-checked stop/delete then succeeded, inventory was
empty, and the owned unit exited. Its memory peak was 324,579,328 bytes and
sampled tmpfs use peaked at 194,314,240 bytes; no cgroup OOM or task-limit event
occurred. One finite producer does not prove safety against arbitrary hostile
protocol frames or all server-buffering patterns.
Contained Linux evidence retains
settings, kernel counters, raw-report/source hashes, successful checks and failed
cleanup. The normal worker remained healthy with empty inventory after both
trials. Equivalent independently bounded macOS experiments and broader isolation
qualification are unverified and outside the first release.
Shared storage cleanup retest
On September 10, 2026, a targeted comparison ran inside the disposable nested
Linux lab on ssh linux. It used SmolBox 0.1.1's unchanged production library,
Elixir 1.20.4 / OTP 29.0.6, the approved Python image, and the complete official
SmolVM 1.14.1 and 1.14.6 distributions. Their source and binary hashes, individual
reports, and fixture corrections are recorded in
the cleanup evidence.
Both versions placed their registry and VM data on the same 512 MiB tmpfs.
Device IDs verified that the paths shared a filesystem. A dedicated worker had
a 2 GiB cgroup memory maximum, zero swap, 200% CPU bandwidth, 128 host tasks and
a 300-second deadline. The outer QEMU retained the existing lab controls.
The workload attempted at most 640 MiB in 1 MiB writes with fsync after every
write. No host producer filled any remaining space.
	Observation	SmolVM 1.14.1	SmolVM 1.14.6
	Shared filesystem after guest writes	All 536,870,912 bytes consumed	All 536,870,912 bytes consumed, in all three completed trials
	Guest result	EIO after 330,301,440 written bytes	EIO after 329,252,864 to 330,301,440 written bytes
	Stop	Succeeded; released one 4 KiB block	Succeeded; released one 4 KiB block
	API delete	Uncertain protocol error; worker logged commit vm removal: database or disk is full	Succeeded in all three trials
	Storage after delete	Still full; same owned VM remained stopped in inventory	Only 188,416 bytes (184 KiB) used; VM data directory absent
	Worker restart and subsequent work	Not counted as successful cleanup; owned service teardown required	Deleted VM remained absent; a new VM passed create/start/upload/exec/download/stop/delete/absence

This reproduces the original failure mechanism in a nested environment. It does
not reproduce every detail of the earlier direct-host user-namespace experiment:
the kernel, account setup, private Unix endpoint and Elixir/OTP pair differ.
Guest acknowledged bytes also vary with filesystem overhead. Both comparison
versions used the same lab layout and guest workload.
Upstream PR #1219, included in
SmolVM 1.14.6, moves
VM data removal before the registry write in the HTTP API deletion path. Removing
that data frees space for the metadata transaction in this shared filesystem
case. Our observation confirms the released behavior through SmolBox.Client;
it does not attribute every difference between the two complete distributions
to that one patch.
The result does not cover a separately full metadata filesystem, a read-only or
failing filesystem, permission errors during removal, forked machines, or
concurrent tenants. It does not replace control storage headroom and recovery
design. SmolBox's supported runtime pin remains 1.14.1: this finite client
regression check is not the full compatibility, managed recovery, or release
qualification suite for 1.14.6. No macOS validation ran.
The lab guide
describes how to run the maintained reproduction. Private raw reports remain on
the Linux host; repository evidence contains reviewed observations and hashes.
Finite macOS guest-memory overload
A separate macOS arm64 experiment created a neutral 256 MiB, one-vCPU Python
machine on the normal development worker. A child attempted at most 384 MiB in
1 MiB allocations, with a 15-second child deadline. The child exited with
signal 9; the guest kernel oom_kill counter advanced from zero to one and its
log identified an OOM-killed Python process. The parent command exited zero and
the VM remained running. Guest MemTotal was 244,820 KiB after kernel overhead.
Explicit ownership-checked stop/delete then succeeded and inventory was empty.
The first trial's assertion incorrectly tried to match the command-local child
PID directly against the guest-kernel log PID. It failed and is retained as a
failed fixture. The second trial records both domains (child PID 3; kernel log
PID 188), the kernel counter and bounded OOM log evidence without asserting an
unverified mapping. Both trials' owned machines were cleaned up. See
macOS guest-memory evidence.
This completes a finite guest-allocation/overload observation on each platform.
It does not provide independent macOS host RSS, CPU-time, disk or process limits,
nor qualify arbitrary hostile protocols. Those production-profile guarantees
remain unsupported.
Measured durable-host workload
The repeatable benchmark in examples/durable_host/scripts/benchmark.exs uses
the actual PostgreSQL store, directory adapter, prepared Python artifact and
managed runtime. Each sequential submission stages the example source and three
binary input bytes, captures 13 stdout bytes, collects four artifact bytes and
verifies the guest count marker and owned-VM absence. The profile reserves one
slot/vCPU, 256 MiB guest memory plus 768 MiB overhead, and 20/10 GiB disks.
Twenty sequential samples were collected per host, with no cache clearing.
	Observed latency, seconds	macOS arm64	Linux x86_64
	Outcome median	1.399	1.300
	Outcome p95, nearest rank	1.559	1.331
	Outcome maximum	3.620	1.414
	Through cleanup median	1.607	1.580
	Through cleanup p95, nearest rank	1.771	1.639
	Through cleanup maximum	3.830	1.724

The macOS host was an Apple M4 Max with 128 GiB memory and 16 online schedulers;
its PostgreSQL 16.15 database was on the Linux host through a private SSH-forwarded
Unix socket. Linux used an Intel i5-1135G7, eight online schedulers and roughly
62.4 GiB OS-reported memory, with PostgreSQL through a local private Unix socket.
Both used Elixir 1.20.4/OTP 28.5 and SmolVM 1.14.1/libkrun. The different machines
and database paths prevent attributing differences to the OS or hypervisor.
The macOS outlier was the second sample, with 2.832 seconds in the start request;
its cause was not established and the sample is retained.
Median preparation/execution/collection/cleanup stage durations were
1,043.5/102/121/174 ms on macOS and 964/146.5/101/222.5 ms on Linux. Preparation
includes machine creation, start, uploads and input verification; execution
includes the controller/transport path around the guest command. These stage
times are not pure guest CPU time or VM boot time. Observed outcome polling uses
25 ms and cleanup polling 100 ms. The instrumented example uses a 50 ms runtime
poll interval, four active controller tasks, four pending queue positions and a
1,024-event telemetry bound. Database, observer and instrumentation costs are
included; these are small development-host measurements, not a production SLA.
The burst trial occupied the one VM slot for four seconds, admitted four queued
requests and rejected four further offers. Accepted queue waits were 4.461–9.714
seconds on macOS and 4.175–9.174 on Linux. Each accepted command had one instrumented
transport invocation and one guest count marker. These are qualification checks,
not worker-side acceptance receipts. A preparation failure performed no exec;
cancellation after output retained an unknown outcome and one reservation
(1 vCPU, 1,024 MiB, 30 GiB) until verified cleanup after about 66 seconds.
A finite 512 KiB producer also completed while its managed caller waited two
seconds before observing the result. Across trial phases, the largest sampled
supervised-process mailbox was two messages on macOS and one on Linux; sampled
supervised-process memory peaked at 614,928 and 502,600 bytes respectively. These
100 ms samples can miss peaks and exclude nested linked request tasks. Whole-BEAM
memory, which includes the Repo, HTTP pools, binaries and instrumentation, peaked
at 82,101,593 and 71,236,928 bytes respectively. They are not host/worker RSS limits
or a proof against an unlimited producer. Telemetry reported no dropped/timed-out
deliveries. All trial reservations were released and both worker inventories
were verified empty. See docs/evidence/phase8-benchmarks.json for sample data,
source hashes, native artifact identities and report checksums.
These workers and their host page caches had already been used. Pinned source
uses shared pack extraction on Linux and per-machine extraction on macOS; that
does not turn the first measured submission into a cold-host experiment. The later private-worker trial below separates an empty Linux image cache from
subsequent cache reuse. No pristine/cold OS-host result is claimed.
Empty image cache versus cached extraction
A later Linux trial used a new private SMOLVM_DATA_DIR on an already-running
host, with the default shared-extraction path enabled. Before its first
submission, the data root contained only the new worker database files and no
shared extraction cache. The pinned distribution and Python artifact were
already present; host page caches and the normal worker were untouched. The
same durable benchmark ran twenty sequential submissions and its normal queue,
slow-consumer, preparation-failure and uncertain-cancellation phases.
	Measurement	First cache-miss sample (n=1)	Cached samples 2–20 (n=19)
	Outcome, seconds	2.171	median 1.956; p95 2.184
	Through cleanup, seconds	2.477	median 2.220; p95 3.413
	Create request, milliseconds	218.895	median 17.263; maximum 20.055

There is only one cache-miss sample; no cold-cache percentile or reliable
speedup estimate follows from it. Cached cleanup had two larger observations,
so the p95 remains 3.413 seconds rather than dropping them. This separately
started worker also differs from the earlier normal worker; end-to-end changes
cannot be attributed solely to cache state. Polling, PostgreSQL, staging,
execution, collection and cleanup remain included in the reported path.
After the trial, its private shared extraction tree contained 797 entries with
130,871,296 allocated regular-file bytes and 21,602,145,645 logical bytes,
including sparse image data. Cache storage is additional host accounting;
initial allocated blocks are not a future disk-usage bound. All 28 accepted
executions released reservations, all notification checks passed, and inventory
was empty. The exact owned worker unit was then stopped after verifying its
PID, cgroup and invocation identity. Private settings, keys, database and cache
remain as evidence. An omitted object directory initially failed host setup
before submission; that attempt is retained and no accepted command was replayed.
Pinned source makes shared pack extraction Linux-only. On macOS, each packed
machine creation clears/rebuilds its own extraction directory and owns its own
case-sensitive volume. The previously recorded twenty macOS samples therefore
include per-machine extraction on an already-running host; a Linux-style shared
extraction cache-hit path is unavailable. Source evidence explains the platform
path without inventing a macOS cached-extraction result.
Cache-state evidence records every sequential
sample, the initial/final cache state, matching benchmark source hashes,
resources and report identities. These measurements distinguish image-cache
availability from OS-host startup. Network image acquisition, pristine-host boot
and statistically broad cold-cache distributions remain unmeasured and are not
part of the reported performance claim.
Evidence needed for stronger future claims
The subsequent Linux campaign provides the enforcement and recovery evidence
summarized above. New evidence is needed before extending those results to
different deployment assumptions, runtime versions, kernels or images.
Concurrent tenants, external networking, arbitrary images, independent macOS
host limits and broader protocol or credential-access behavior remain outside
the measured scope. The finite probes do not establish the absence of every
kernel, hypervisor or runtime vulnerability.
Protected real-worker GitHub infrastructure was not provisioned as part of these
local campaigns. Recorded local runs remain distinct from CI execution.
Pristine-host and broader cold-cache performance claims also need separate
trials. Preserve the historical measurements and their conditions when comparing
them with later deployments.


  

    Compatibility evidence

Version: 0.1.3. The library's supported qualification is
:development; requested hard-control options remain unsupported. The original
release evidence below records the client/controller contract on Linux and macOS.
SmolVM 1.16.0 qualification
SmolBox 0.1.3 defaults to runtime_version: "1.16.0" on Linux x86_64
and macOS Apple Silicon after platform qualification. Explicit 1.14.1 and 1.14.6
support remains. The changed default passed runtime, durable recovery, quality
and language-matrix checks on both platforms at 5ea1e73. SmolBox 0.1.2 does not include this additional
selection. No Linux ARM64 support is added.
Testing uses official tag v1.16.0, commit
e1dd54bf7be6d144ad6bdef4ebf310f57809a6a6, and complete platform archives:
	Platform	Archive SHA-256
	Linux x86_64	cb7d6ea34914b4d71958e16eafc8a3220fe9e8cd5b76fa983ef9f648159f4c9b
	macOS Apple Silicon	7be55af510b698bb95c9e9b103004c81f75cacfaa62b00aaf554441e9023353b

Use the matching binary, agent, libkrun and libkrunfw from the
official release.
Do not mix components or attribute changes after that tag to this version.
The platform evidence records ordinary Python/Node execution, buffered and
streaming output, guest users, files, stop/start persistence, cancellation,
PostgreSQL recovery and API restarts. The Linux campaign also repeats the
contained resource, isolation and independent recovery scenarios. Its conclusions
apply to that configured deployment. See the
Linux evidence and
macOS evidence for exact inputs, failed
attempts, corrections and limits. Legacy runtime coverage now passes on both platforms, including all 25 durable
recovery cases for each older version. The 1.16.0 default also passed final candidate runtime,
store and recovery checks on both platforms. The reports identify the exact
source revisions and retain earlier failed attempts.
Host preparation prerequisites
Fresh 1/1 GiB requests produced the requested raw disk sizes on both tested
platforms, with files retained through stop/start, when the worker could use
resize2fs. Linux used Ubuntu's e2fsprogs 1.47.0 package; macOS used Homebrew
e2fsprogs 1.47.4. Install the tool on the worker host (brew install e2fsprogs
on macOS, or the distribution's e2fsprogs package on Linux) and verify access
from the actual worker process environment.
Without the tool, the controlled 1.16.0 probes still started a VM but exposed
the larger 20/10 GiB disks, and could not download the staged file after a
stop/start cycle. A successful health or start response is not a preparation
check. Verify actual geometry and persistence on a fresh owned machine before
admitting work, and retain conservative allocation floors until measured.
The tagged Nix expression adds e2fsprogs on macOS, but its archive hashes still
refer to 1.14.6 while its filenames select 1.16.0. Nix was reviewed as upstream
source, not qualified as an installation path. These tests used the verified
release archives with separately installed host prerequisites; they do not
establish that every distribution supplies a working resizing tool.
Timeout qualification boundary
The upstream release removes the generic five-minute server timeout from
execution and other selected long operations. SmolBox still limits a command
to 300 seconds and a managed execution budget to 300,000 ms. A buffered public
exec operation including implicit startup completed in 357.460 seconds, with
299.002 seconds measured inside the guest and a 300-second command deadline.
This verifies the longer HTTP operation, not a guest command exceeding five
minutes. A subsequent streamed operation completed in 386.357 seconds, with
299.000 seconds inside the guest. Its output callbacks arrived at 87.357 and
386.353 seconds, followed by exit zero at 386.357 seconds. The earlier streaming
startup failure remains recorded; a successful later run does not establish its
cause or eliminate that failure mode. Shorter-deadline, observation-timeout and
independent Linux worker-deadline tests are recorded separately. See the
client budget guidance when choosing
explicit bounded settings. No validation limits or public defaults were relaxed.
Runtime selection
SmolBox 0.1.3 defaults to runtime_version: "1.16.0" for Linux x86_64 and
macOS Apple Silicon. SmolBox 0.1.2 defaults to 1.14.6 and does not include 1.16.0
support. Also follow the record format upgrade procedure. Use an explicit runtime_version: "1.14.1" or
runtime_version: "1.14.6" to retain an older worker when adopting this checkout.
A worker must report the exact configured version. Multiple supported versions
do not imply automatic fallback or acceptance of arbitrary upstream releases.
Linux ARM64 remains unsupported for 1.14.6 and 1.16.0. Native macOS testing covers
ordinary compatibility and controlled lifecycle recovery. Exhaustion and
adversarial testing remain in the disposable Linux lab.
The operator installs smolvm separately from the Elixir dependency. Follow the
upgrade procedure before changing a
worker that owns executions. Keep allocation floors until the selected runtime
and approved artifacts have measured replacement values. Final candidate results
must identify the exact source commit and installed runtime.
Published 0.1.2 runtime baseline
The following 1.14.6 results are historical evidence for SmolBox 0.1.2. They do
not replace the separate 1.16.0 qualification above.
The new upstream identity is v1.14.6, commit
6c503014629bba91631152728c3081c944653f31. The complete Linux x86_64 archive has
SHA-256 94a1edb0c42b20ac562c3759ed216bab2cab9e27c382f6560969144f7bd1dce3.
The binary and libkrun identities are recorded with the
shared storage cleanup comparison.
That comparison passed, but does not by itself qualify managed recovery or
the separately enforced Linux deployment.
The upstream comparison
includes changes to disk templates, packing, lifecycle operations and libkrun.
For SmolBox's contract, the relevant changes are:
	Deletion releases VM data before committing registry removal, allowing the
tested cleanup operation to complete when shared storage is full.
	New disks can be shrunk to the requested size using the host's resize2fs.
In the Linux candidate, a fresh 1/1 GiB request produced two 1,073,741,824-byte
raw disks and a 1,038,790,656-byte /workspace filesystem. This measures one
artifact/configuration; it does not attest every template or impose a quota.
	Packing changes entrypoint and USER handling. Rebuilding a runtime artifact
requires a new digest and verification of its actual startup and execution
behavior, rather than reusing approval based on its language tag.
	The default block engine is synchronous. SmolBox does not select or qualify
the new optional asynchronous engine. Linux seccomp installation and libkrun
also changed, so old kernel-control results alone do not qualify the new stack.
	Archive path resolution changed upstream. SmolBox's individual bounded file
operations remain its supported interface; archive and recursive operations
are not added by this patch.

The eight API paths and nineteen referenced schema components used by the client
were captured from the new binary. Captured lifecycle replies include additional
resource statistics and blockIo: "sync"; the client retains its strict required
fields while ignoring additive observations. Buffered output still uses base64
bytes, and streaming retains its lossy UTF-8 contract. This source and wire review
is not a security audit of every upstream change.
0.1.2 preparation results
Both Linux worker versions passed all 14 client/runtime cases, 16 PostgreSQL
store cases and 25 durable recovery cases. The 1.14.6 run first used the approved
1.14.1 Python/Node artifacts. A second 14-case runtime run passed with new payloads
prepared by 1.14.6 from those same layers using pack create --from-vm, without
network access or a new registry pull. Those payloads have new digests and were
separately approved; they do not establish compatibility for arbitrary images.
The expanded runtime suite also verified buffered bytes, lossy UTF-8 streaming
and explicit guest UID 65534 through both execution modes.
The complete constrained Linux campaign passed with 1.14.6, including all ten
workload probes, eleven startup refusals, actual worker OOM, database failure,
the 300-second worker deadline, and frozen outer-VM recovery. See the
deployment retest
and machine-readable evidence.
One initial recovery run failed four cases before reaching their intended
interruption boundaries. The failures involved cold preparation and unresolved
cleanup under the worker CPU cap. The examples now allow a 60-second operation
and 55-second receive budget, matching their existing preparation profile; the complete
25-case rerun passed. Command deadlines, leases, retention and uncertainty
semantics are unchanged. The failed attempt remains in the evidence, and a
startup failure can still require external worker teardown.
For a new Linux x86_64 or macOS Apple Silicon installation, the 1.14.6 default
selects the version with the tested upstream cleanup fix. Updating the Elixir
dependency does not update a separately installed worker. The historical results
below retain the selections used by those runs; final candidate acceptance is
recorded separately.
macOS 1.14.6 prerequisites
Use the complete official Darwin ARM64 distribution, including its matching
agent and libkrun. Its archive SHA-256 is
484b63c6a7c74c4d05dce2e63fcce3d135e0fba56a1d77128024e5736d3384a8.
Do not mix those files with an older installation. The native validation host
uses macOS 26.6.2 on Apple Silicon and Elixir 1.20.4/OTP 29.0.6.
Disk requests below the bundled 20 GiB storage / 10 GiB overlay templates need
working resize2fs on the worker host. On macOS, install it with
brew install e2fsprogs; upstream searches Homebrew's e2fsprogs directory and
then the worker's PATH. Our private validation environment used e2fsprogs
1.47.4 without changing the existing SmolVM installation.
The first run without that tool passed eight of nine ordinary runtime cases,
but a workspace file disappeared after stopping and restarting its VM. The
failure reproduced through direct HTTP calls without SmolBox.Client, even
after explicitly flushing the file. Version 1.14.1 preserved the same file.
With 1.14.6, matching 20/10 GiB requests also preserved it. Upstream logs showed
failed template shrinking; boot continued without the format markers that
prevent reinitializing disks. Supplying resize2fs made all nine original
runtime cases pass unchanged. A successful health/start/exec reply therefore
does not establish a correctly prepared worker.
Verify disk geometry and file persistence through a complete stop/start cycle
on a fresh, owned VM before admitting work. Retain conservative allocation
floors until you have measured the selected runtime and artifacts. These
compatibility checks do not establish hard host quotas or macOS isolation
against hostile workloads. The five security boundary cases run separately
on Linux and are not counted as macOS passes.
The macOS preparation evidence preserves
the initial failures, dependency correction, artifact/runtime identities and
passed checks. Final candidate acceptance is recorded separately in the
repository's release reports.
A subsequent
Linux deployment campaign
verified external worker resource enforcement and failure recovery on one pinned
nested configuration. Those results supplement the earlier platform evidence;
they do not change the library's profile options or establish macOS host limits.
Protected real-worker GitHub infrastructure and independent consumer review were
outside the original release scope and were not added by this campaign.
The 0.1.1 documentation and validation release leaves library source and production
dependencies unchanged from 0.1.0. Its validation is restricted to Linux by the
maintainer: ordinary CI, supported Elixir/OTP lanes, bounded real-runtime suites
and fresh package consumers must pass for its exact commit. The earlier macOS
results remain historical evidence; they are not a new 0.1.1 macOS run. The
repository's docs/release-candidates/ reports record each release's identity,
validation and scope separately. Excluded work is not represented as completed.
Current development toolchain
The repository pin and main CI configuration use Elixir 1.20.4 / OTP 29.0.6.
On September 7, 2026, this pair passed the following checks on macOS Apple Silicon
and Linux x86_64 with KVM. The macOS run used the library and test code at
de4f35f; the Linux run used a clean, separate checkout of a480f8f. Library,
test, example and dependency-lock contents are identical between those commits.
	Check	macOS arm64	Linux x86_64
	Deterministic suite	186 passed	186 passed
	Production-library coverage	95.40%	95.40%
	Dialyzer, Credo, ex_slop, ex_dna, Credence	All passed	All passed
	Quality canaries	8 bad/clean pairs passed	8 bad/clean pairs passed
	Standalone maintainer tools	22 passed	22 passed
	PostgreSQL store contract	16 passed, PostgreSQL 17.10	16 passed, PostgreSQL 16.15
	Real SmolVM client/runtime suite	14 passed	14 passed
	Durable restart recovery	25 passed	25 passed
	Exact getting-started walkthrough	Passed	Passed
	Host examples	Both compiled and passed forced Dialyzer	Both compiled and passed forced Dialyzer
	Root and example dependency audits	Passed	Passed
	ExDoc and local file/fragment links	42 pages passed	42 pages passed
	Fresh package consumers	Current and minimum dependencies passed	Current and minimum dependencies passed

Each deterministic run contains 4 doctests, 6 properties and 176 ordinary tests;
the 14 real-runtime cases run separately. Both walkthroughs verified duplicate
handle reuse, expected output-file contents and confirmed cleanup. Both package
dependency selections used OTP 29; they do not replace minimum-toolchain testing.
See the macOS evidence and
Linux evidence for source hashes, seeds, runtime
report digests and toolchain identity. No library code changes were needed for
this pair. Each worker used pinned SmolVM 1.14.1 and its previously qualified
native Python/Node artifacts. Dedicated socket-only test databases were stopped
after checking empty execution/identity tables; actual database-outage rejection
passed. Worker inventories were empty and existing services were preserved.
Run Mix checks sequentially within each project. On Linux, an initial example
Dialyzer run lost a consolidated BEAM file while other Mix checks ran in the same
build directory. The same commands passed when run alone, without source or lock
changes; the evidence records both attempts. Serialize dependency audits across
projects too because they share an advisory checkout.
These are development-host results, not a GitHub Actions run or a new
release-candidate attestation. CI retains Elixir 1.18.4/OTP 27.3.4.15, Elixir 1.19.5/OTP 28.5 and
Elixir 1.20.4/OTP 28.5 compatibility lanes. The accepted candidate below retains
its original toolchain and evidence.
OTP 29 reports deprecated catch expressions while compiling the maintainer-only
Yamerl dependency, and Credence retains its existing upstream compiler warnings.
SmolBox and both host examples pass their own warning-as-error compilation gates;
dependency warnings are not suppressed or counted as library warnings.
Accepted RC1 scope (historical)
The library baseline passed 156 deterministic cases (six properties and 150
ordinary tests) on all six host/toolchain combinations listed below. The Elixir
maintainer-tool migration added 22 regression cases; that 178-case suite
passes on canonical macOS and Linux. The standalone tooling tests also pass
on Elixir 1.18.4/OTP 27.3.4.15 on both hosts. Fourteen
real-runtime cases are excluded from that count; all fourteen separately pass
on canonical macOS and Linux. The durable host separately passes 25 real-worker
recovery cases per platform, including fresh controller termination and
dispatcher/notification faults. Three owned worker-service fault scenarios pass
on each host. These are development-host results, not protected GitHub runs.
All five requested analyzers and their deliberate bad/clean canaries pass on both
canonical hosts. Production-library coverage remains 95.40%; maintainer modules
are excluded from that percentage, like the existing developer tasks.
The evidence files below record the earlier library milestones; their source
hashes and test counts are unchanged by the maintainer migration:
compatibility lanes,
live output/path boundaries,
durable telemetry recovery,
service and CI harness, and
warm durable workload, and
contained Linux resource experiments, and
macOS guest-memory overload, and
empty versus cached Linux image state.
The sections after “Historical milestone records” retain earlier test counts
and gaps as an audit trail. They do not supersede the candidate summary or the
remaining release requirements.
Pinned upstream
	SmolVM v1.14.1, commit e8d09ef616d363004d55b80a6cdb31a4e7e1842d.
	macOS arm64 release archive SHA-256:
27f2ae7057f235a67a58fd13d0657c268cf9a16f214f8b177427d29daab0ae2f.
	Linux x86_64 release archive SHA-256:
e91786c12808ce87655aa190eb5f6692672cd659a89367b5ec18dace5756af2f.
	Exported OpenAPI SHA-256:
9ccc9eace040b1b44031f1abf9126496d750e8b2ba5bcaa734e7d62bade67bbe.

Archives were downloaded from the upstream release
and matched the release API digests. Source was inspected through read-only Git
objects because the provided checkout was incomplete during the initial audit.
Initial host observations
macOS arm64: Darwin 25.6.0; official binary starts and serves health/version.
A prepared Python artifact successfully created, started, and executed a Python
command with network: false, no mounts/ports, and restart policy never.
This is initial evidence, not the completed platform suite.
Linux x86_64: ssh linux, kernel 7.1.5-76070105-generic, readable/writable KVM,
8 logical CPUs, approximately 64 GiB RAM. Official binary starts and serves
health/version. Both platforms pass the initial Python/Node smoke probe below.
The Linux runtime uses /tmp/smolbox-qualification/data as a dedicated data root.
Its login shell initially had no Elixir, Mix, or SmolVM on PATH; the pinned
SmolVM distribution was extracted in /tmp/smolbox-qualification/runtime.
Elixir 1.20.4 / OTP 28.5 was installed under /tmp/smolbox-qualification/mise
for library tests, without changing the account's global toolchain.
macOS uses unique test machine
names in the normal SmolVM state directory: SMOLVM_DATA_DIR is Linux-only in
this release. Never delete machines belonging to another workload.
Runtime smoke coverage
The original standalone Phase 0 probe has been retired. Its lifecycle, allocation,
binary file/output, nonzero exit, Python/JavaScript streaming, timeout and network
checks are now covered by the maintained Elixir runtime suite. This suite exercises
the actual SmolBox client and remains separate from ordinary mix ci.
Prepare approved Python and Node artifacts using the deployment guide.
The original Phase 0 artifacts used python:3.12-alpine and node:22-alpine,
with /bin/true as the entrypoint and restart policy never. Those image tags
are preparation inputs; each qualification uses the actual artifact digest.
Start the pinned worker with SMOLVM_FILE_TRANSFER_MAX_BYTES=1048576 on loopback,
then run from the repository root:
SMOLBOX_RUNTIME_URL=http://127.0.0.1:19470 \
SMOLBOX_PYTHON_ARTIFACT=/absolute/path/to/python.smolmachine \
SMOLBOX_JS_ARTIFACT=/absolute/path/to/node.smolmachine \
MIX_ENV=test mix test test/runtime --include runtime --warnings-as-errors

The following reports retain the original Phase 0 observations and tool identity;
they are historical evidence, not results from the replacement runner.
Reports: macOS, Linux.
Both demonstrate create/start with no mounts, ports, or guest network; binary
file round trips; byte-exact buffered output with a nonzero exit; an observed
one-second command timeout; text SSE and exit; failed public TCP egress; and
stop/delete. Timings include intentional timeout tests, not performance benchmarks.
These probes do not prove child-process termination, connection-loss recovery,
control-plane isolation, hard host quotas, or managed-library behavior.
A separate macOS connection-loss probe opened a ten-second Python command's
SSE stream, read its first output event header, and closed the connection.
The VM still reported running; an explicit stop returned stopped in about
75 ms. This demonstrates that closing observation is not whole-VM cancellation;
it does not recover the lost command's exit status or establish a latency SLA.
Source-derived contract findings
These findings require continued real-runtime verification:
	Buffered exec carries stdoutB64 and stderrB64; use those for byte accuracy.
	SSE stdout/stderr contain plain lossy UTF-8 text, not JSON-encoded bytes.
SSE exit data is JSON with exitCode. Never label text streams byte-exact.
	The SSE handler ignores stdin; reject supplied stdin on the streaming path.
	Streaming relay has an 11 MiB aggregate cap plus one received frame. The
channel is unbounded by count, so limits on controller capture do not replace
upstream/host memory accounting or frame-bound verification.
	File download buffers server-side. Configure SMOLVM_FILE_TRANSFER_MAX_BYTES
on workers; the default 4 GiB is unsuitable for small-file profiles.
	File transfer into image machines invokes an internal /bin/true command to
activate the overlay. This is not the user command and must not become one.
	File GET and PUT also ensure the machine is running. Download is not a purely
observational operation: it can restart a stopped machine. Reconciliation
must not use file reads as a harmless liveness probe or collect after confirmed
termination through this endpoint. Stop/delete must remain the final lifecycle
operations for a cancelled machine.
	Exec has no verified durable request receipt or deduplication ID. Lost
acceptance/result evidence remains unknown; never automatically replay exec.
	Machine identity includes createdAt at second resolution, not a verified
immutable generation token. Namespace exclusivity is an operator requirement;
a matching name alone cannot authorize deletion after a conflict.

Capability status
	Control	Linux x86_64	macOS arm64
	Guest vCPU/memory allocation	Observed configuration; bounded guest OOM experiment passes	Observed configuration; finite guest OOM counter/log experiment passes
	Host RSS / CPU-time hard quota	Unsupported library controls; the separate deployment tests charged memory and CPU bandwidth, which are different quantities	Unsupported library controls; no corresponding host enforcement tested
	External worker CPU/memory/task limits	The nested deployment recorded CPU throttling, OOM kill at 1.5 GiB charged memory and task denial under a 96-task cap	Not covered by the Linux campaign
	Guest disk and host storage accounting	20/10 GiB floors; earlier shared-storage exhaustion prevented deletion; later separate 768 MiB VM/cache and 64 MiB metadata mounts passed exhaustion and cleanup	Same template floors verified; host quota pending
	Hostile process count control	Unsupported hard control	Unsupported hard control
	Deadline and whole-VM termination	Real timeout/cancellation/recovery passes; the nested deployment also passed a 300-second worker deadline and frozen outer-VM recovery	Real timeout/cancellation/recovery passes; the external deadline campaign was Linux-only
	Output and file transfer caps	Finite overflow/file cap pass; contained blocked-reader probe passes; broader buffering pending	Finite overflow/file cap and blocked callback pass; independent host quota qualification pending
	No guest egress / control-plane access	Public TCP and three control-plane routes denied; broader isolation pending	Same
	Durable result recovery	Persisted results survive controller failure; no upstream receipt for a lost result	Same
	Safe cancellation and cleanup	Unknown outcomes and reservations survive faults through retention and verified cleanup	Same
	Authenticated TLS proxy	Real worker forwarding passes	Real worker forwarding passes
	Canonical workspace containment	Unsupported; guest symlink read escapes the lexical workspace	Same

Unsupported hard-control options are rejected before dispatch. The external
Linux controls above are configured by that deployment, not by a profile field.
They cover one execution at a time and do not qualify concurrent tenants.
Delayed requests remain unfenced on both platforms. See
resource qualification and security
for measured scope, independent deadline behavior and remaining limits.
Toolchain
The table records the six-lane library baseline before the maintainer-tool
migration. The expanded 178-case suite was rerun on both canonical hosts; its
22 standalone tooling cases also pass on both minimum-toolchain hosts. This
does not claim a rerun of the full expanded suite on every earlier lane.
The maintained package, rather than only the original scaffold, passes these
lanes after the bounded deadline-fixture correction:
	Elixir / OTP	macOS arm64	Linux x86_64
	1.18.4 / 27.3.4.15 (minimum)	156 passed	156 passed
	1.19.5 / 28.5	156 passed	156 passed
	1.20.4 / 28.5 (canonical)	156 passed; all five analyzers	156 passed; all five analyzers

Each lane excludes 14 explicitly opt-in real-runtime cases. On Elixir 1.18 the
summary includes those exclusions in its printed “164 tests”; the executed
count is 150 ordinary tests plus six properties. One cold Linux run exposed a
test fixture that assumed a 50 ms request always reached its peer. The corrected
fixture confirms acceptance before measuring bounded outer/idle deadlines and
passes all lanes. No library deadline or transport behavior changed. Seeds,
durations, matching source hashes and the failed attempt are retained in
compatibility evidence.
Use separate workspaces for simultaneous Elixir/OTP lanes. Sharing dependency
directories can mix rebar build artifacts. Source transfers to Linux must omit
macOS resource-fork/AppleDouble metadata; otherwise ._*.exs files are invalid
Elixir inputs. The recorded successful Linux run used a plain source archive.
Credence 0.8.1 emits upstream compilation warnings on Elixir 1.20.4; Mix's
dependency compilation reports them separately from the project's warning gate.
They are not suppressed or represented as SmolBox diagnostics. The library and
developer tasks pass warning-as-error compilation. No dependency source was patched.
The source repository is hfiguera/smolbox,
configured as origin and in the package and documentation metadata. The repository
is public. ExDoc source links target the matching v0.1.1 tag. The supplied host
examples and automated package consumers provide first-release adoption evidence;
no independent consumer review is required or claimed.
The first GitHub CI run
at 17fabbaf30281d11303a2980042d7b0f975e43f5 passed all 16 ordinary jobs. Its
aggregate failed under the previous policy because both real-worker jobs were
skipped. That run does not validate the later opt-in policy or metadata change.
Protected runtime qualification has not run and is optional for the first
release; the existing real suites still require exact-candidate local evidence.
Historical milestone records
The following sections describe earlier increments in order. Counts and pending
items are historical; use the current summary and capability table above for
the latest status. The linked evidence files retain their original contents,
including missing-remote and source-metadata observations made before repository
setup.
Low-level Elixir client qualification
Five opt-in ClientRuntimeTest cases pass on each initial platform using the
same pinned runtime and artifacts from the Phase 0 manifests. They cover Python
binary output/file collection with nonzero exit, JavaScript SSE/file output,
public TCP denial, observed timeout, explicit VM stop during streamed execution,
neutral restart, and authenticated TLS forwarding to the real worker. Each
case creates an opaque name and checks ownership before stop/delete. Both
worker inventories were empty after the suite. These tests do not exercise
managed recovery, store durability, or hostile resource enforcement.
Run on the worker host, where the artifact paths can be checked:
SMOLBOX_RUNTIME_URL=http://127.0.0.1:19470 \
SMOLBOX_PYTHON_ARTIFACT=/tmp/smolbox-qualification/python.smolmachine \
SMOLBOX_JS_ARTIFACT=/tmp/smolbox-qualification/node.smolmachine \
MIX_ENV=test mix test test/runtime --include runtime --warnings-as-errors

Missing required environment or an unavailable worker fails the explicitly
selected suite. Normal mix ci excludes runtime-tagged cases and requires no
worker. Its 48 deterministic cases pass on macOS/Linux canonical toolchains,
Elixir 1.18.4/OTP 27.3.4.15, and Elixir 1.19.5/OTP 28.5. All five analyzers pass
on both canonical hosts. Controlled actual HTTP peers test lost connections,
redirect rejection, TLS trust/hostname failures, authentication, Unix sockets,
SSE fragmentation/limits, blocking observers, and no POST replay. Coverage is
98.99% across compiled library and test-support modules.
Source inspection additionally found atomic temporary-file installation in the
agent. Guest-path resolution varies with the active namespace and needs hostile
symlink/race qualification before any stronger containment claim. The HTTP API
has no permission option. See the client guide for current semantics.
Durable store qualification
The host example passes 10 tests against PostgreSQL 16.15 on Linux x86_64,
including concurrent store conformance, rollback/corruption, and a fresh BEAM
read. A separate probe with the actual database stopped confirms typed failures
for capability inspection, lookup, and acceptance. The database is isolated on a
private Unix socket and was restored afterward. Evidence and package/container
checksums are recorded in docs/evidence/phase4-durable.json.
Postgrex 0.22.4 emits an upstream deprecated xref exclusion warning with Elixir
1.20.4. Project and example source pass warning-as-error compilation; dependency
source is not patched or diagnostics suppressed. The example has separate locks,
Dialyzer, and vulnerability audits. This database result does not yet demonstrate
controller restart during a real managed execution.
Initial managed-runtime qualification
The combined real suite now has seven cases on each initial platform. Two new
managed cases execute prepared Python/JavaScript with staged source, nonzero
exit, binary collection and confirmed deletion, and cancel a running guest while
preserving an unknown outcome with confirmed termination. Test-owned retained
machines are removed by an ownership-checked fixture finalizer. Both inventories
are empty afterward. This is not yet full retention-window or crash-boundary
qualification.
The managed increment passes 86 deterministic cases with 94.30% library coverage
on canonical macOS/Linux and all five analyzers on each. The durable example has
12 real Postgres cases, including managed durable startup. See
docs/evidence/phase5-managed.json for versions, seeds and source hashes.
Delayed request and controller-fault evidence
Thirty-five controlled controller-interruption boundaries and two delayed-request
cases now pass on canonical Linux/macOS. The delayed-exec case also passes against
both real workers: an original request held before forwarding can start the VM
after a successful stop. SmolBox sends no second exec; it reobserves and stops the
owned VM again while preserving unknown outcome and its reservation. This
experiment disproves treating a stop response as a fence for pending requests.
A recovered ambiguous create without recorded creation evidence never releases
capacity merely because inspection temporarily returns 404. The old request may
still create a resource. The host integration guide documents the resulting
operator quiescence requirement. Source inspection also found that exec obtains
its in-memory machine reference before the implicit-start lifecycle lock; a lock
alone must not be represented as durable request fencing.
The runtime suite now contains eight cases; this increment reran its three managed
cases on each platform. The five unchanged client cases were last run together
with managed tests in the Phase 5 increment. Full store-backed process termination,
worker restart, retention-window completion and hostile resource qualification
are still pending. See docs/evidence/phase6-controller-faults.json.
Durable process-kill and host-example evidence
Eighteen real PostgreSQL-backed controller SIGKILL boundaries pass on each
platform: Linux seed 271982 (267.5 seconds), macOS seed 791731 (260.2 seconds).
Each case kills an owned child BEAM at a named boundary and recovers through a
fresh BEAM using the original keys, store partition, spec and execution ID.
These are real SmolVM calls and database commits, not mocked restart tests.
The suite covers dispatch intent, first output, result/artifact writes, completion,
stop, delete, absence recording and reservation release. Lost result evidence
stays unknown; persisted results and collected artifacts survive. A trusted host
test ledger verifies no second client dispatch attempt; it is not an upstream
acceptance receipt. Unknown cases wait through the real 60-second example
retention interval before automatic deletion and release. The library's default
retention remains 24 hours. Absence and termination are observations, not fences
for arbitrary pending worker requests.
Both minimal and durable host examples pass normal execution and cancellation on
both platforms. Normal runs verify reversed binary data and a one-byte test
marker; cancellation retains unknown outcome while cleanup completes. They
keep keys in private host files. macOS durable
tests connect to the dedicated Linux PostgreSQL instance over an SSH-forwarded
Unix socket in a private directory; no public database listener was added.
The ordinary durable conformance suite still runs separately: 12 cases on each
host, excluding the 18 explicitly opt-in VM cases. Example Dialyzer now forces
PLT validation because path-dependency changes do not necessarily change the
example lockfile. All five root analyzers and deliberate bad/clean canaries pass
on both canonical hosts. Actual worker-service restart, orphan discovery, host
resource abuse, and release acceptance remain pending. See
docs/evidence/phase6-durable-recovery.json for this increment.
Bounded orphan inspection and assignment indexes
audit_worker/3 now reports namespace candidates through a bounded, read-only
worker/store comparison. Controlled cases verify ownership evidence, conflicts,
untracked names, cleanup races, pagination, redaction and timed-out stores. A
real untracked candidate remains untouched on both platforms; running managed
VMs are matched to their stored assignments.
Both adapters retain unique worker/name assignments after cleanup. The durable
example's second migration adds the index; existing example partitions were
backfilled using their original keys without changing execution records.
Conformance now has nine shared scenarios plus two PostgreSQL migration tests.
All 15 ordinary Postgres tests pass on each host, and all 18 actual controller
SIGKILL cases were repeated successfully on each platform after the index change.
The canonical suite passes 127 deterministic cases and all five analyzers on
both hosts, with 94.79% library coverage. The real runtime suite has nine cases;
this increment reran all four managed cases on each platform. The five client
cases remain separately recorded historical evidence until the full release
matrix runs again. See docs/evidence/phase6-orphan-inspection.json. Worker
service restart and the remaining isolation/release gates are still pending.
Allocation floor correction (September 7)
The increment after 137ed09 corrects an admission assumption found by real
resource probes. SmolVM 1.14.1 reports requested disk sizes even when it retains
larger runtime templates. On both hosts a 1 GiB storage request exposed
21,118,275,584 guest filesystem bytes. Linux raw disks were 20/10 GiB. See
resource qualification for source paths, cgroup
observations, the bounded guest OOM experiment, and remaining requirements.
Workers now require an operator-declared allocation_floor. Smaller profiles
fail new submission and recovered prepared dispatch. Examples use immutable
profile v2 with 20/10 GiB disks and 768 MiB VMM overhead; records keep their
original fingerprints and are never rewritten. This corrects configured
reservations without claiming a host filesystem quota or cgroup attestation.
At this increment, mix ci passes 144 cases on each canonical host with all five
analyzers. All nine real client/managed cases and all 21 durable real-worker cases
pass on each host. Clean minimum Elixir 1.18.4/OTP 27.3.4.15 and additional
1.19.5/OTP 28.5 lanes pass the same 144 deterministic cases. Bad and clean
compiler/analyzer/coverage canaries pass their expected outcomes on both hosts.
Seeds, durations and source hashes are in
docs/evidence/phase7-resource-floor.json. None of this marks hard-profile
certification or release acceptance complete.
Repeatable production-package consumer check
elixir scripts/ci.exs package-consumer builds the actual Hex tarball, bounds and
allowlists its members, extracts it into a private temporary directory, and
creates a fresh MIX_ENV=prod consumer. It checks a supplied fake-transport
health response and explicit Memory/SmolBox supervisor startup with no workers.
No worker API is contacted. Both the consumer and extracted SmolBox project
compile with warnings treated as errors. Package source hashes must remain
unchanged, and resolved dependencies/compiled modules must exclude CI and
example-only code. This smoke test does not replace real-worker qualification.
Run under the selected toolchain from the SmolBox repository root:
elixir scripts/ci.exs package-consumer \
  --report /absolute/new/consumer-current.json \
  --package-output /absolute/new/smolbox.tar
elixir scripts/ci.exs package-consumer --minimum \
  --archive /absolute/new/smolbox.tar \
  --report /absolute/new/consumer-minimum.json

Outputs must not already exist. --archive accepts an already built trusted
SmolBox archive so different hosts/toolchains can test the identical artifact.
Its Mix project executes during compilation; this tool is not a sandbox for
untrusted packages. Temporary consumer files are removed on completion or error.
The report records package/file hashes, toolchain, architecture, runtime versions,
resolved dependency names, consumer lockfile and smoke results. --package-output
retains the exact tested archive without publishing it.
The minimum direct versions are Req 0.7.4, Jason 1.4.0, telemetry 1.3.0 and
NimbleOptions 1.1.0. Transitive dependencies are resolved and recorded, not claimed
to cover every permitted combination. Jason 1.4.0 emits upstream deprecation and
optional-Decimal warnings on newer Elixir. No upstream sources are patched or
warnings hidden. SmolBox itself is compiled as the root project with warnings as
errors because a consumer's flag alone does not enforce that on dependencies.
CI runs the current consumer in the docs/package job and a required minimum
consumer on Elixir 1.18.4/OTP 27.3.4.15. Successful reports and tested tarballs use
a pinned upload-artifact action with missing outputs treated as errors. Actionlint
passed locally at that milestone; GitHub execution was not yet available. These
checks advance an independent acceptance item while resource certification and
the final release matrix remain incomplete.
Telemetry milestone
Bounded, redacted managed telemetry and inspection are documented in the
telemetry guide. Both canonical hosts pass 156 deterministic
cases and all five analyzers; library coverage is 95.40%. Nine live cases and
25 durable-host cases pass on each platform. The durable matrix includes fresh
controller termination before/after notification delivery and dispatcher failure
before/after result persistence. Results, one-command markers, binary artifacts,
capacity and cleanup survive those failures. Notifications remain optional and
lossy; stored evidence is authoritative.
A fixture initially tried to reuse the private telemetry ETS handle as user
configuration during restart. Validation rejected it before dispatch. The fixture
now retains its public options, and both full live suites pass. This illustrates
why a deterministic-only pass is insufficient for a supervision change.
The same 70-file package archive passes fresh production consumers on canonical
macOS and minimum direct dependencies on Elixir 1.18.4/OTP 27.3.4.15 on both hosts.
That archive predates this evidence and later documentation changes; it is not
the final release artifact. Source hashes, seeds, counts, archive identity and
limitations are recorded in telemetry evidence.
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Standalone managed sandbox executions over pinned, host-operated SmolVM workers.
Start a named child with child_spec/1. Submit a validated immutable execution
specification under a host-authorized scope. Acceptance is durable only with a
conforming durable store. An execution handle is {scope, execution_id}; it is
independent of the submitting process and is not an authorization token.
await/3 observes stored evidence and has its own timeout. It never cancels the
guest. cancel/3 persists intent; fetch the record to distinguish an observed
exit, unknown outcome, confirmed termination, and eventual cleanup. No API
automatically repeats an uncertain command.
Begin with the Getting started walkthrough. Configure
the runtime with child_spec/1, describe work with SmolBox.ExecutionSpec.new/1,
then call submit/2. Use SmolBox.Client when your host already manages the
machine lifecycle and only needs individual worker operations.
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        audit_worker(runtime, worker_id, options \\ [])

      


        Read a bounded page of namespace candidates against stored machine assignments.



    


    
      
        await(runtime, arg2, timeout)

      


        Wait up to timeout milliseconds for a terminal or unknown stored outcome.



    


    
      
        cancel(runtime, scope, id)

      


        Persist cancellation intent and return the existing execution handle.



    


    
      
        child_spec(options)

      


        Build a named runtime child for your application's supervision tree.



    


    
      
        drain_worker(runtime, worker_id)

      


        Exclude a worker from new admission-task launches; already active work may continue.



    


    
      
        fetch(runtime, scope, id)

      


        Read {:ok, %SmolBox.Execution{}} for an existing scoped identity.



    


    
      
        reconcile(runtime, scope, id)

      


        Schedule existing evidence for observation; this never authorizes command replay.



    


    
      
        submit(runtime, spec)

      


        Accept an immutable execution and return {:ok, {scope, id}}.



    


    
      
        telemetry_stats(runtime)

      


        Read ephemeral notification counters; an epoch change resets them.



    


    
      
        workers(runtime)

      


        Read configured workers and their latest controller health/drain observations.
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          @type handle() :: SmolBox.Execution.key()
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          @type runtime() :: Supervisor.supervisor()
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      audit_worker(runtime, worker_id, options \\ [])



        
          
        

    

  


  

      

          @spec audit_worker(runtime(), String.t(), keyword()) ::
  {:ok, map()} | {:error, SmolBox.Error.t()}


      


Read a bounded page of namespace candidates against stored machine assignments.
This is an operator API across scopes; hosts must authorize access. It sends
only a worker list request and store reads. Neither names nor findings authorize
adoption, stopping, or deletion. :owned still relies on weak upstream creation
evidence and exclusive namespace control. :untracked, :unverified,
:conflict, and :cleanup_conflict require investigation; :unavailable is not absence.
A cleanup conflict can be a concurrent deletion or a possible reappearance;
these separate worker/store reads cannot establish their chronological order.
Options are :limit (1..100, default 20) and :cursor (the previous page's
next_cursor). Pages are fresh observations, not a stable historical snapshot;
periodic scans should restart at nil. The worker list has a one-second budget;
store lookups have 500 ms each in groups of at most four. No stdout, code,
command environment, or artifact content is returned.

  



  
    
      
    
    
      await(runtime, arg2, timeout)



        
          
        

    

  


  

      

          @spec await(runtime(), handle(), non_neg_integer()) :: SmolBox.Store.result()


      


Wait up to timeout milliseconds for a terminal or unknown stored outcome.
timeout is 0–900,000 ms. Returns {:ok, %SmolBox.Execution{}} for a terminal
state or :unknown, or {:error, %SmolBox.Error{category: :expired}} when this
caller's wait expires. Store and validation errors are returned normally.
A returned record can have a nonzero command exit, collection failure, or no
known exit. Cleanup and capacity release may still be pending. This function
never cancels the command; it is safe to await the same handle again. Use
cancel/3 for cancellation and fetch/3 to inspect continuing cleanup.

  



  
    
      
    
    
      cancel(runtime, scope, id)



        
          
        

    

  


  

      

          @spec cancel(runtime(), String.t(), String.t()) ::
  {:ok, handle()} | {:error, SmolBox.Error.t()}


      


Persist cancellation intent and return the existing execution handle.
Repeated calls preserve the first cancellation timestamp. An acknowledgment is
not proof the VM has stopped. After dispatch, missing exit evidence can remain
unknown even after confirmed termination. A concurrently observed exit is
preserved. Use fetch/3 to follow termination, collection, and cleanup.

  



  
    
      
    
    
      child_spec(options)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Build a named runtime child for your application's supervision tree.
Start the store before this child. The artifact adapter is {module, context};
its context need not be a process. See the complete setup in
Getting started and Host integration.
Required options:
	Option	Meaning
	:name	An atom used to register this runtime and address the managed API
	:namespace	Exclusive machine-name prefix: 1–10 lowercase letters/digits, starting with a letter
	:store	{adapter_module, context} implementing SmolBox.Store
	:artifact_store	{adapter_module, context} implementing SmolBox.ArtifactStore
	:fingerprint_key	Stable host secret of 32–4096 bytes; keep it across durable restarts

Optional options:
	Option	Default	Meaning
	:workers	[]	Up to 64 SmolBox.Runtime.WorkerConfig values with unique worker IDs/endpoints; an empty list permits inspection but cannot admit new work
	:mode	:durable	:ephemeral explicitly permits a non-durable store such as SmolBox.Store.Memory
	:max_pending	128	Pending-queue bound, 1–10,000
	:max_active	4	Concurrent runtime work tasks, 1–64; worker reservations separately bound admitted guests
	:poll_ms	250	Scan interval, 10–5000 ms
	:lease_ms	30_000	Ownership lease, 1000–900,000 ms and at least four times :poll_ms
	:cleanup_attempts	5	Automatic cleanup-attempt budget, 1–20
	:telemetry_max_pending	128	Notification bound, 1–1024
	:telemetry_timeout_ms	100	Handler delivery budget, 1–1000 ms
	:clock	SmolBox.Runtime.Clock	Host clock module matching SmolBox.Runtime.Clock.now/0 and SmolBox.Runtime.Clock.monotonic/0; primarily useful for tests

Unknown options are rejected during startup. Stopping the runtime stops
observers; it does not establish guest termination. Use durable storage when
execution ownership must survive a controller restart.

  



  
    
      
    
    
      drain_worker(runtime, worker_id)



        
          
        

    

  


  

      

          @spec drain_worker(runtime(), String.t()) :: :ok | {:error, SmolBox.Error.t()}


      


Exclude a worker from new admission-task launches; already active work may continue.

  



  
    
      
    
    
      fetch(runtime, scope, id)



        
          
        

    

  


  

      

          @spec fetch(runtime(), String.t(), String.t()) :: SmolBox.Store.result()


      


Read {:ok, %SmolBox.Execution{}} for an existing scoped identity.
Returns a typed :not_found error only when the store reports absence.
This is a read, with no worker command or implicit cancellation. The full record
includes its specification and output; authorize access and avoid logging it.
Inspect state, result, collection, cleanup, and reservation separately.

  



  
    
      
    
    
      reconcile(runtime, scope, id)



        
          
        

    

  


  

      

          @spec reconcile(runtime(), String.t(), String.t()) ::
  :ok | {:error, SmolBox.Error.t()}


      


Schedule existing evidence for observation; this never authorizes command replay.

  



  
    
      
    
    
      submit(runtime, spec)



        
          
        

    

  


  

      

          @spec submit(runtime(), SmolBox.ExecutionSpec.t()) ::
  {:ok, handle()} | {:error, SmolBox.Error.t()}


      


Accept an immutable execution and return {:ok, {scope, id}}.
Acceptance records intent; it does not mean the guest has started or the command
has succeeded. The same scoped ID and semantic specification return the original
handle. A changed specification under that ID returns :identity_conflict.
At least one configured worker must support a new specification's exact profile
and approved artifact; otherwise acceptance returns :unsupported_capability.
Preserve the spec and identity after an ambiguous store/transport failure.
Inspect or resubmit the same identity to resolve acceptance; a fresh ID can
authorize another execution. Host code must authorize spec.scope.

  



  
    
      
    
    
      telemetry_stats(runtime)



        
          
        

    

  


  

      

          @spec telemetry_stats(runtime()) :: {:ok, map()} | {:error, SmolBox.Error.t()}


      


Read ephemeral notification counters; an epoch change resets them.

  



  
    
      
    
    
      workers(runtime)



        
          
        

    

  


  

      

          @spec workers(runtime()) :: {:ok, [map()]} | {:error, SmolBox.Error.t()}


      


Read configured workers and their latest controller health/drain observations.
Results include configured capacity, allocation floor, platform, architecture,
version, qualification and status. Capacity is declared admission capacity,
not a live host free-memory/disk measurement. See Telemetry.

  


        

      


  

    
SmolBox.Execution 
    



      
Versioned persisted execution evidence, independent of caller processes.
State, execution evidence, collection, and cleanup are separate dimensions.
Versioned store operations are the authority; this module only validates and
transforms records. A transition never sends a worker request. Dispatching may
advance directly to collecting when buffered exec returns a known exit.
Absolute stage deadlines are set on first entry and never reset by observation
or restart. Uncertain execution can have confirmed termination and completed
cleanup while its original command outcome remains unknown.

      


      
        Summary


  
    Types
  


    
      
        key()

      


    


    
      
        state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(record, now)

      


        Atomic store acceptance must call this before admission; queue expiry never dispatches.



    


    
      
        key(record)

      


    


    
      
        new(spec, fingerprint, now)

      


    


    
      
        terminal?(record)

      


        States that require no further command dispatch or outcome observation.



    


    
      
        transition(record, changes, now)

      


        Validate a store patch; immutable identity, claims and reservations cannot be patched.



    


    
      
        validate(record)

      


        Validate a persisted record after decoding it, including shapes that could contain BEAM resources.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: {String.t(), String.t()}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() ::
  :accepted
  | :preparing
  | :ready
  | :dispatching
  | :running
  | :collecting
  | :completed
  | :collection_failed
  | :failed
  | :cancelled
  | :expired
  | :unknown
  | :cancelling


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Execution{
  absence_at_ms: non_neg_integer() | nil,
  accepted_at_ms: non_neg_integer(),
  artifacts: [map()],
  cancel_requested_at_ms: non_neg_integer() | nil,
  claim_owner: String.t() | nil,
  claim_until_ms: non_neg_integer() | nil,
  cleanup: :pending | :in_progress | :complete | :failed,
  cleanup_attempts: non_neg_integer(),
  collection: :pending | :complete | :partial | :failed,
  created_machine: SmolBox.Machine.t() | nil,
  deadlines: %{required(atom()) => non_neg_integer()},
  errors: [%{at_ms: non_neg_integer(), error: SmolBox.Error.t()}],
  evidence: atom(),
  fingerprint: String.t(),
  generation: non_neg_integer(),
  id: String.t(),
  last_error: SmolBox.Error.t() | nil,
  machine_name: String.t() | nil,
  next_due_at_ms: non_neg_integer(),
  reservation: %{required(atom()) => pos_integer()} | nil,
  result: SmolBox.Result.t() | nil,
  schema: 1,
  scope: String.t(),
  spec: SmolBox.ExecutionSpec.t(),
  state: state(),
  updated_at_ms: non_neg_integer(),
  version: pos_integer(),
  worker_generation: non_neg_integer() | nil,
  worker_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expired?(record, now)



        
          
        

    

  


  

      

          @spec expired?(t(), non_neg_integer()) :: boolean()


      


Atomic store acceptance must call this before admission; queue expiry never dispatches.

  



  
    
      
    
    
      key(record)



        
          
        

    

  


  

      

          @spec key(t()) :: key()


      



  



  
    
      
    
    
      new(spec, fingerprint, now)



        
          
        

    

  


  

      

          @spec new(SmolBox.ExecutionSpec.t(), String.t(), non_neg_integer()) ::
  {:ok, t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      terminal?(record)



        
          
        

    

  


  

      

          @spec terminal?(t()) :: boolean()


      


States that require no further command dispatch or outcome observation.

  



  
    
      
    
    
      transition(record, changes, now)



        
          
        

    

  


  

      

          @spec transition(t(), keyword(), non_neg_integer()) ::
  {:ok, t()} | {:error, SmolBox.Error.t()}


      


Validate a store patch; immutable identity, claims and reservations cannot be patched.

  



  
    
      
    
    
      validate(record)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Validate a persisted record after decoding it, including shapes that could contain BEAM resources.

  


        

      


  

    
SmolBox.ExecutionSpec 
    



      
Immutable managed execution intent; host code supplies policy and artifact approval.
The runtime artifact map contains exactly id, sha256, and architecture
(x86_64 or aarch64). It is resolved against host configuration, never fetched
as a caller-provided image URL. The specification contains no endpoint overrides.
Queue budgets are relative at construction; the store must persist an absolute
deadline on first acceptance. Repeated submission never resets that deadline.
fingerprint/2 uses a stable host secret (at least 32 bytes) to prevent guessing
low-entropy environment/stdin values from a public hash. Rotate this key only
with an explicit stored-identity migration. Do not log or persist its bytes.
The host store must protect command/environment/stdin contents at rest; inspection
of this struct excludes them. Metadata is limited to 16 bounded scalar entries.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        fingerprint(spec, key)

      


        Fingerprint every semantic field with domain separation and a host-owned secret.



    


    
      
        new(options)

      


        Validate a complete managed execution specification without dispatching it.



    


    
      
        validate(spec)

      


        Revalidate a specification, including its command, profile, file declarations and budgets.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.ExecutionSpec{
  artifact: %{required(String.t()) => String.t()},
  command: SmolBox.Command.t(),
  id: String.t(),
  inputs: [SmolBox.Manifest.input()],
  metadata: %{required(String.t()) => String.t() | integer() | boolean() | nil},
  outputs: [SmolBox.Manifest.output()],
  profile: SmolBox.Profile.t(),
  queue_ms: pos_integer(),
  retention_ms: pos_integer(),
  scope: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fingerprint(spec, key)



        
          
        

    

  


  

      

          @spec fingerprint(t(), binary()) :: {:ok, String.t()} | {:error, SmolBox.Error.t()}


      


Fingerprint every semantic field with domain separation and a host-owned secret.

  



  
    
      
    
    
      new(options)



        
          
        

    

  


  

      

          @spec new(term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Validate a complete managed execution specification without dispatching it.
Required options are :scope, :id, :command (SmolBox.Command), :profile
(SmolBox.Profile), and :artifact. Scope and ID are 1–128 ASCII letters,
digits, dots, underscores, colons or hyphens, starting with a letter/digit.
The artifact has exactly string keys "id", "sha256", and "architecture";
its approved worker path is resolved from SmolBox.Runtime.WorkerConfig.
	Optional field	Default	Meaning
	:inputs	[]	Up to 32 exact input declarations; see SmolBox.Manifest
	:outputs	[]	Up to 32 exact output declarations; see SmolBox.Manifest
	:queue_ms	60_000	1–86,400,000 ms from first acceptance until queue expiry
	:retention_ms	86_400_000	60,000–2,592,000,000 ms after the execution deadline for unknown-outcome retention
	:metadata	%{}	Up to 16 string identifier keys with string (up to 256 bytes), bounded integer, boolean or nil values

The command timeout in seconds must fit the profile's execution budget in
milliseconds. Successful construction proves shape and bounds, not worker
availability or artifact approval; SmolBox.submit/2 checks configured support.
All semantic fields participate in identity conflict detection.
Example
iex> {:ok, command} = SmolBox.Command.new(["python", "-c", "print(42)"])
iex> {:ok, profile} = SmolBox.Profile.new("offline-v1", storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768)
iex> artifact = %{"id" => "python-v1", "sha256" => SmolBox.Files.sha256("example image bytes"), "architecture" => "aarch64"}
iex> {:ok, spec} = SmolBox.ExecutionSpec.new(scope: "demo", id: "request-1", command: command, profile: profile, artifact: artifact)
iex> {spec.scope, spec.id, spec.queue_ms}
{"demo", "request-1", 60_000}
The digest above is only a constructor example. Actual execution requires the
digest of an approved prepared image, as shown in Getting started.

  



  
    
      
    
    
      validate(spec)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate a specification, including its command, profile, file declarations and budgets.

  


        

      


  

    
SmolBox.NetworkPolicy 
    



      
Explicit outbound allowlist for smolvm 1.16.0. Offline remains the default.
Hosts are lowercase DNS names; a name also allows its subdomains upstream.
smolvm learns destination IPs from DNS responses, so this is not HTTP hostname,
URL, TLS identity or port filtering. Other services on an allowed IP can be
reachable. CIDRs and learned IPs are combined. DNS is needed for host policies.
Policies are trusted operator configuration, never guest-selected authority.
Approve a new profile revision when changing access. No inbound ports, host
mounts or automatic image pulls are enabled. Upstream and deployment controls
can deny additional destinations; an allowlist is not proof of reachability.
The upstream DNS gateway and authenticated rollout endpoint are infrastructure
exceptions to the allowlist. The server's strict egress floor is deployment
configuration, not a guarantee attested by this struct. See the controlled
network access guide for the tested platform and protocol boundaries.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(options)

      


        Build a nonempty allowlist with at most 32 hosts and 32 canonical CIDRs.



    


    
      
        valid?(policy)

      


        Revalidate a canonical policy or the offline sentinel.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.NetworkPolicy{cidrs: [String.t()], hosts: [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(options)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Build a nonempty allowlist with at most 32 hosts and 32 canonical CIDRs.
Use hosts: ["api.example.com"] or cidrs: ["203.0.113.0/24"], or both.
Hosts exclude URLs, wildcards, IP literals and trailing dots. CIDRs require
network-aligned IPv4/IPv6 addresses and a nonzero prefix. Duplicate entries
are rejected; order is canonicalized for durable identity comparisons.
Bare networking flags and empty policies are rejected; use :offline instead.
Broad CIDRs grant broad access; operators must review the complete policy.

  



  
    
      
    
    
      valid?(policy)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Revalidate a canonical policy or the offline sentinel.

  


        

      


  

    
SmolBox.Profile 
    



      
Immutable, host-selected policy for disposable executions. Networking stays offline
unless an explicit SmolBox.NetworkPolicy is approved.
id identifies this exact policy revision. CPU and memory are guest allocations;
disk sizes are requested guest volumes, not worker filesystem quotas. The
worker's required allocation_floor must cover its actual disk templates;
upstream reports requests even when a larger template is retained. Host admission also
reserves host_overhead_mb. No CPU-time, host RSS, process-count, or host-disk
hard quota is promised. Requests for such controls are rejected as unsupported.
Worker qualification and host isolation remain prerequisites for managed use.
Budgets cover preparation, command observation, collection, and cleanup
separately. A socket timeout is never evidence of guest termination.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        machine(profile, name, artifact_path)

      


        Convert only the supported machine allocation controls.



    


    
      
        new(id, options \\ [])

      


        Create an immutable host-approved profile revision.



    


    
      
        validate(profile)

      


        Revalidate profile shape and bounds; this does not attest worker enforcement.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Profile{
  cleanup_ms: pos_integer(),
  collection_ms: pos_integer(),
  cpus: pos_integer(),
  execution_ms: pos_integer(),
  host_overhead_mb: pos_integer(),
  id: String.t(),
  max_file_bytes: pos_integer(),
  max_output_bytes: pos_integer(),
  max_total_file_bytes: pos_integer(),
  memory_mb: pos_integer(),
  network: :offline | SmolBox.NetworkPolicy.t(),
  overlay_gb: pos_integer(),
  preparation_ms: pos_integer(),
  storage_gb: pos_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      machine(profile, name, artifact_path)



        
          
        

    

  


  

      

          @spec machine(t(), String.t(), String.t()) ::
  {:ok, SmolBox.MachineSpec.t()} | {:error, SmolBox.Error.t()}


      


Convert only the supported machine allocation controls.

  



    

  
    
      
    
    
      new(id, options \\ [])



        
          
        

    

  


  

      

          @spec new(term(), term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Create an immutable host-approved profile revision.
	Option	Default	Range/meaning
	:network	:offline	Explicit SmolBox.NetworkPolicy allowlist
	:cpus	1	1–64 guest vCPUs
	:memory_mb	256	128–16,384 MiB guest allocation
	:storage_gb	1	1–64 GiB storage allocation
	:overlay_gb	1	1–64 GiB overlay allocation
	:host_overhead_mb	256	128–16,384 MiB additional admission reservation
	:max_output_bytes	1_048_576	1 byte–8 MiB of combined captured stdout/stderr
	:max_file_bytes	1_048_576	1 byte–1 MiB per declared file
	:max_total_file_bytes	4_194_304	1 byte–16 MiB per direction; must cover :max_file_bytes
	:preparation_ms	60_000	First preparation stage budget
	:execution_ms	30_000	Command observation budget
	:collection_ms	30_000	Output collection budget
	:cleanup_ms	30_000	Cleanup mutation budget, separate from unknown-outcome retention

Each stage budget must be 1000–300,000 ms. A default profile is structurally
valid but its 1/1 GiB disks do not meet the reference SmolVM 1.14.1 template
floor. Use the actual operator-verified floor, as in the example below.
Give every changed policy a new id; managed submission matches the complete
profile against the worker's catalog. Unsupported hard quotas, mounts, ports,
GPU, restart or background options return :unsupported_capability. Invalid
network policies, including boolean networking flags, return :validation.
Example
iex> {:ok, profile} = SmolBox.Profile.new("offline-v1", storage_gb: 20, overlay_gb: 10, host_overhead_mb: 768)
iex> {profile.storage_gb, profile.overlay_gb, profile.max_output_bytes}
{20, 10, 1_048_576}

  



  
    
      
    
    
      validate(profile)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate profile shape and bounds; this does not attest worker enforcement.

  


        

      


  

    
SmolBox.Runtime 
    



      
Explicitly started supervisor for bounded managed execution.
Starting the library application alone opens no worker connections and starts
no scheduler or database. A named runtime checks its host store semantics,
then starts a bounded work subtree and an independent notification dispatcher.
The work subtree couples its task supervisor and coordinator for recovery;
a dispatcher restart alone does not interrupt those execution processes.
Shutdown terminates
observers; this is not proof of guest cancellation. Persisted due work is the
restart authority. Durable mode never falls back to memory.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(options)

      


        Start a linked runtime using the options documented in SmolBox.child_spec/1.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(options)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Start a linked runtime using the options documented in SmolBox.child_spec/1.
Normal applications add {SmolBox, options} to their supervision tree. Startup
validates adapter contracts and store capabilities before starting observers.
Returns {:ok, pid} or the underlying validation/supervisor startup error.

  


        

      


  

    
SmolBox.Runtime.WorkerConfig 
    



      
Host-approved managed worker, prepared artifacts, and exact profile revisions.
Artifact entries have id, sha256, architecture, and an absolute prepared
.smolmachine path on this worker. The operator verifies artifact digests,
neutral /bin/true startup, disabled workload restart, and the pinned runtime
before registering them. Managed admission compares the server-reported version
and checks readiness; the worker API cannot attest artifact contents or isolation.
allocation_floor is a required operator declaration with storage_gb,
overlay_gb, and host_overhead_mb. It must cover the largest actual disk
templates across this worker's runtime and approved artifacts, and its VMM
overhead. SmolVM 1.14.1 only grows disk templates: a smaller API request can
still expose a larger guest disk. Admission rejects profiles below these
floors. This declaration is not remotely attested or a host filesystem quota.
Versions 1.14.6 and 1.16.0 require working host resize2fs for disk requests below
template sizes. Verify file persistence across stop/start before admission;
see Compatibility.
The initial qualification is explicitly :development; it does not certify
hostile multi-tenant host quotas. Requested unsupported hard controls are
rejected by SmolBox.Profile. Reachability alone does not qualify a worker.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        artifact_path(worker, spec)

      


        Resolve the worker-local image path for a specification already accepted by supports?/2.



    


    
      
        new(options)

      


        Register a worker's approved artifacts, profiles, and admission capacity.



    


    
      
        supports?(worker, spec)

      


        Check exact profile/artifact approval and allocation floors; this is not a health probe.



    


    
      
        validate(worker)

      


        Revalidate configuration shape, catalogs and declarations without contacting the worker.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Runtime.WorkerConfig{
  allocation_floor: %{
    storage_gb: pos_integer(),
    overlay_gb: pos_integer(),
    host_overhead_mb: pos_integer()
  },
  architecture: String.t(),
  artifacts: [map()],
  capacity: SmolBox.Store.capacity(),
  client: SmolBox.Client.t(),
  draining: boolean(),
  platform: :linux | :macos,
  profiles: [SmolBox.Profile.t()],
  qualification: :development,
  runtime_version: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      artifact_path(worker, spec)



        
          
        

    

  


  

      

          @spec artifact_path(t(), SmolBox.ExecutionSpec.t()) :: String.t()


      


Resolve the worker-local image path for a specification already accepted by supports?/2.

  



  
    
      
    
    
      new(options)



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Register a worker's approved artifacts, profiles, and admission capacity.
Required keyword options:
	Option	Value
	:client	A validated SmolBox.Client
	:platform	:linux or :macos; initially qualified hosts are Linux x86_64 and macOS Apple Silicon
	:architecture	"x86_64" or "aarch64"; macOS requires "aarch64"
	:artifacts	1–32 maps with exactly string keys "id", "sha256", "architecture", and absolute worker "path" ending in .smolmachine
	:profiles	1–32 valid SmolBox.Profile values with unique IDs
	:capacity	Atom-keyed map with :slots, :cpus, :memory_mb, and :disk_gb; each 1–1,048,576
	:allocation_floor	Atom-keyed map with :storage_gb and :overlay_gb (1–64 each), and :host_overhead_mb (128–16,384)

Optional fields are :runtime_version (default "1.16.0" for Linux x86_64 or
macOS Apple Silicon; explicitly select "1.14.1" or "1.14.6" for an existing worker), :qualification
(only :development), and :draining (default false). Artifact IDs must be
unique and architectures must match this worker. Construction makes no worker
request or remote digest check. Profiles below the floor cannot support execution.
The 1.16.0 default starts with SmolBox 0.1.3; 0.1.2 defaults to 1.14.6. See the
qualification evidence and
upgrade the separately installed worker or retain its explicit version.
See Getting started for a complete configuration.

  



  
    
      
    
    
      supports?(worker, spec)



        
          
        

    

  


  

      

          @spec supports?(t(), SmolBox.ExecutionSpec.t()) :: boolean()


      


Check exact profile/artifact approval and allocation floors; this is not a health probe.

  



  
    
      
    
    
      validate(worker)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate configuration shape, catalogs and declarations without contacting the worker.

  


        

      


  

    
SmolBox.Client 
    



      
Low-level typed operations against an explicitly configured SmolVM worker.
This API does not persist execution identity or authorize cleanup. Callers own
machine ownership checks, admission, deadlines, and recovery. No operation is
automatically retried. In particular, both exec and file transfers may start a
stopped machine upstream; never use them as observational recovery probes.
Streaming captures bounded lossy UTF-8 and optionally delivers synchronous
events with backpressure. A crashing callback is detached. A blocking callback
is bounded by the overall operation deadline. Neither disconnect nor output
overflow implies termination; explicitly stop an owned VM and inspect it.
File transfers preserve bytes. Upload verifies the source digest before any I/O
and checks the worker's acknowledgment, but upstream supplies no atomic rename
or permission parameter. Managed preparation must verify completion before exec.
Path validation is lexical; the API does not provide race-free workspace-only
symlink containment inside an untrusted guest. No archive extraction is done.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        create(client, spec)

      


        Create a machine from an approved prepared artifact on the worker, offline by default.



    


    
      
        delete(client, name)

      


        Delete an owned machine and validate the worker's deletion acknowledgment.



    


    
      
        download(client, name, guest_path, max_bytes)

      


        Download one exact guest workspace file, preserving its bytes.



    


    
      
        exec(client, name, command, options \\ [])

      


        Execute a command with buffered, byte-preserving stdout and stderr.



    


    
      
        exec_stream(client, name, command, options \\ [])

      


        Execute through SSE, returning bounded output with encoding: :lossy_utf8.



    


    
      
        health(client)

      


        Read server-reported health and version as {:ok, %SmolBox.Health{}}.



    


    
      
        inspect_machine(client, name)

      


        Read a named machine without starting it; absence is a typed :not_found error.



    


    
      
        list(client)

      


        Read up to 1024 machine observations from the configured worker.



    


    
      
        new(worker, options \\ [])

      


        Create a client from validated worker configuration without network I/O.



    


    
      
        readiness(client)

      


        Checks the upstream blocking-pool probe; requires HTTP 200 with an empty body.



    


    
      
        start(client, name)

      


        Start a machine and return its observation. The caller must establish ownership first.



    


    
      
        stop(client, name)

      


        Stop an owned machine and return its observation.



    


    
      
        upload(client, name, guest_path, bytes, sha256)

      


        Upload up to 1 MiB of bytes to an exact guest workspace path.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Client{transport: module(), worker: SmolBox.Worker.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create(client, spec)



        
          
        

    

  


  

      

          @spec create(t(), SmolBox.MachineSpec.t()) ::
  {:ok, SmolBox.Machine.t()} | {:error, SmolBox.Error.t()}


      


Create a machine from an approved prepared artifact on the worker, offline by default.
Returns creation evidence after matching name, allocations and network policy.
An enabled policy requires a 1.16.0 health observation. That preflight and the
create request share the configured operation timeout.
Persist intent before this call and creation evidence before further mutations.
A lost or mismatched response can leave creation uncertain; it does not authorize
retry or deletion by name. See SmolBox.MachineSpec.new/3 and the
client lifecycle example.

  



  
    
      
    
    
      delete(client, name)



        
          
        

    

  


  

      

          @spec delete(t(), String.t()) :: :ok | {:error, SmolBox.Error.t()}


      


Delete an owned machine and validate the worker's deletion acknowledgment.
Returns :ok on a matching acknowledgment. Establish ownership and termination
before calling; verify absence afterward with inspect_machine/2. This low-level
operation does not manage retention or release a managed execution's reservation.

  



  
    
      
    
    
      download(client, name, guest_path, max_bytes)



        
          
        

    

  


  

      

          @spec download(t(), String.t(), String.t(), pos_integer()) ::
  {:ok, binary()} | {:error, SmolBox.Error.t()}


      


Download one exact guest workspace file, preserving its bytes.
max_bytes is required, from 1 byte through 1 MiB. The smaller of this limit and
the worker response cap applies. Downloads can start a stopped machine, so they
are not passive recovery probes. Lexical path checks do not establish symlink
containment. Managed outputs should be read through the artifact adapter after
collection, rather than reopening the guest after cleanup.

  



    

  
    
      
    
    
      exec(client, name, command, options \\ [])



        
          
        

    

  


  

      

          @spec exec(t(), String.t(), SmolBox.Command.t(), keyword()) ::
  {:ok, SmolBox.Result.t()} | {:error, SmolBox.Error.t()}


      


Execute a command with buffered, byte-preserving stdout and stderr.
:max_output_bytes defaults to 1 MiB and accepts 1 byte–8 MiB combined output.
The worker's encoded response cap also applies. Bounded UTF-8 stdin is supported
through SmolBox.Command. A nonzero exit returns {:ok, %SmolBox.Result{}}.
Exec can start a stopped VM. A timeout or lost response does not prove the
command failed or terminated; never automatically replay an uncertain exec.
An output-limit error may retain a known exit code; inspect its evidence.

  



    

  
    
      
    
    
      exec_stream(client, name, command, options \\ [])



        
          
        

    

  


  

      

          @spec exec_stream(t(), String.t(), SmolBox.Command.t(), keyword()) ::
  {:ok, SmolBox.Result.t()} | {:error, SmolBox.Error.t()}


      


Execute through SSE, returning bounded output with encoding: :lossy_utf8.
Options are :max_output_bytes (default 1 MiB, range 1 byte–8 MiB combined) and
:on_event, an optional one-argument function. It receives {:stdout, text},
{:stderr, text}, and {:exit, integer} synchronously. A crashing callback is
detached; a blocked callback consumes the overall operation deadline. Notifications
are advisory and the encoded response cap includes stream framing.
Streaming stdin is rejected on the pinned worker; use exec/4 or files. A lost
stream is not guest termination. Binary output should use buffered execution.

  



  
    
      
    
    
      health(client)



        
          
        

    

  


  

      

          @spec health(t()) :: {:ok, SmolBox.Health.t()} | {:error, SmolBox.Error.t()}


      


Read server-reported health and version as {:ok, %SmolBox.Health{}}.
Missing inventory counts remain nil. This observation does not qualify the
worker's artifacts or isolation; use readiness/1 for the separate pool probe.
Managed admission independently requires the pinned version.

  



  
    
      
    
    
      inspect_machine(client, name)



        
          
        

    

  


  

      

          @spec inspect_machine(t(), String.t()) ::
  {:ok, SmolBox.Machine.t()} | {:error, SmolBox.Error.t()}


      


Read a named machine without starting it; absence is a typed :not_found error.

  



  
    
      
    
    
      list(client)



        
          
        

    

  


  

      

          @spec list(t()) :: {:ok, [SmolBox.Machine.t()]} | {:error, SmolBox.Error.t()}


      


Read up to 1024 machine observations from the configured worker.
All entries must satisfy the supported machine and network contract; an incompatible
entry fails the result. Listing does not establish ownership or authorize cleanup.

  



    

  
    
      
    
    
      new(worker, options \\ [])



        
          
        

    

  


  

      

          @spec new(SmolBox.Worker.t(), keyword()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Create a client from validated worker configuration without network I/O.
The only option is :transport, a module implementing SmolBox.Transport;
the default is SmolBox.Transport.Req. Client operations return typed
SmolBox.Error values and never automatically retry mutations. For managed
execution identity, observation and cleanup, use SmolBox instead.

  



  
    
      
    
    
      readiness(client)



        
          
        

    

  


  

      

          @spec readiness(t()) :: :ok | {:error, SmolBox.Error.t()}


      


Checks the upstream blocking-pool probe; requires HTTP 200 with an empty body.

  



  
    
      
    
    
      start(client, name)



        
          
        

    

  


  

      

          @spec start(t(), String.t()) ::
  {:ok, SmolBox.Machine.t()} | {:error, SmolBox.Error.t()}


      


Start a machine and return its observation. The caller must establish ownership first.

  



  
    
      
    
    
      stop(client, name)



        
          
        

    

  


  

      

          @spec stop(t(), String.t()) ::
  {:ok, SmolBox.Machine.t()} | {:error, SmolBox.Error.t()}


      


Stop an owned machine and return its observation.
This does not recover the command's exit code or fence an earlier delayed exec
request. The caller must verify the returned state and continue appropriate
reconciliation. See Recovery.

  



  
    
      
    
    
      upload(client, name, guest_path, bytes, sha256)



        
          
        

    

  


  

      

          @spec upload(t(), String.t(), String.t(), binary(), String.t()) ::
  :ok | {:error, SmolBox.Error.t()}


      


Upload up to 1 MiB of bytes to an exact guest workspace path.
sha256 is the lowercase digest from SmolBox.Files.sha256/1. The client verifies
it before sending and checks the worker's path/size acknowledgment. This endpoint
can start a stopped VM; it is a mutation and must not be blindly retried.
Permissions and atomic rename are not caller-configurable through this API.

  


        

      


  

    
SmolBox.Command 
    



      
A bounded argument-vector command. No shell is inserted by SmolBox.
Timeouts are positive whole seconds, matching SmolVM's timeoutSecs field.
The initial maximum is five minutes; managed execution can impose an earlier
absolute deadline. stdin must be UTF-8 and SmolBox accepts it only for buffered
execution. Arbitrary binary data belongs in staged files.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(argv, options \\ [])

      


        Create a command from an executable and argument list, without inserting a shell.



    


    
      
        to_wire(command)

      


        Return the exact camelCase request fields after validation.



    


    
      
        validate(command)

      


        Revalidate a struct before transport, including manually constructed values.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Command{
  argv: [String.t()],
  env: [{String.t(), String.t()}],
  stdin: String.t() | nil,
  timeout_secs: pos_integer(),
  user: String.t() | nil,
  workdir: String.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(argv, options \\ [])



        
          
        

    

  


  

      

          @spec new(term(), term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Create a command from an executable and argument list, without inserting a shell.
argv has 1–256 UTF-8 entries, at most 16 KiB each and 64 KiB combined. The
executable must be nonempty; arguments may be empty. NUL bytes are rejected.
	Option	Default	Meaning
	:workdir	"/workspace"	Validated absolute guest workspace path
	:timeout_secs	30	Upstream command timeout, a whole number from 1–300 seconds
	:env	[]	Up to 64 unique {string_name, string_value} pairs; names up to 128 bytes, values up to 8192 bytes
	:stdin	nil	Up to 64 KiB of UTF-8 text; buffered execution only
	:user	nil	Optional nonempty guest user string, at most 128 bytes

Environment variable names use letters/digits/underscores and cannot begin
with a digit. Binary inputs belong in files. In managed execution, the command
timeout must fit the profile's execution_ms budget.
Example
iex> {:ok, command} = SmolBox.Command.new(["python", "/workspace/main.py"], timeout_secs: 10, env: [{"MODE", "demo"}])
iex> {command.argv, command.timeout_secs, command.workdir}
{["python", "/workspace/main.py"], 10, "/workspace"}

  



  
    
      
    
    
      to_wire(command)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: {:ok, map()} | {:error, SmolBox.Error.t()}


      


Return the exact camelCase request fields after validation.

  



  
    
      
    
    
      validate(command)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate a struct before transport, including manually constructed values.

  


        

      


  

    
SmolBox.Error exception
    



      
A redacted operation failure with explicit dispatch evidence.
Errors contain no remote response bodies, credentials, commands, or file data.
A transport failure with :dispatch_uncertain never authorizes command replay.

      


      
        Summary


  
    Types
  


    
      
        category()

      


    


    
      
        evidence()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      category()



        
          
        

    

  


  

      

          @type category() ::
  :validation
  | :unsupported_capability
  | :authentication
  | :admission_exhausted
  | :expired
  | :transport
  | :protocol
  | :output_limit
  | :identity_conflict
  | :not_found
  | :store
  | :stale_claim
  | :stale_version
  | :unknown
  | :cleanup


      



  



  
    
      
    
    
      evidence()



        
          
        

    

  


  

      

          @type evidence() ::
  :not_dispatched
  | :dispatch_uncertain
  | :running_observed
  | :exited
  | :termination_confirmed
  | :unknown


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Error{
  __exception__: term(),
  category: category(),
  evidence: evidence(),
  exit_code: integer() | nil,
  operation: atom()
}


      



  


        

      


  

    
SmolBox.Health 
    



      
Bounded worker health observation from SmolVM's /health endpoint.
The version is reported by the server, not cryptographically attested. Missing
machine counts indicate unavailable inventory; a successful HTTP status alone
is insufficient for managed admission. Readiness is a separate blocking-pool
probe. Neither endpoint certifies host quotas, artifact identity, or isolation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(body)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Health{
  running: non_neg_integer() | nil,
  total: non_neg_integer() | nil,
  uptime_seconds: non_neg_integer() | nil,
  version: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(body)



        
          
        

    

  


  

      

          @spec from_wire(term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Machine 
    



      
Validated observation of a disposable machine and its network policy.
Additive response fields are ignored. Safety-relevant fields must be present;
networking without explicit allowlists, mounts, ports, GPU or CUDA fail decoding and cannot be
treated as an owned machine observation. created_at has only second precision upstream and
is not a cryptographic or immutable ownership token.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(wire)

      


    


    
      
        same_incarnation?(expected, observed)

      


        Compare creation evidence and allocations; requires exclusive namespace control.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Machine{
  cpus: pos_integer(),
  created_at: non_neg_integer(),
  memory_mb: pos_integer(),
  name: String.t(),
  network: :offline | SmolBox.NetworkPolicy.t(),
  overlay_gb: pos_integer(),
  state: :created | :running | :stopped,
  storage_gb: pos_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(wire)



        
          
        

    

  


  

      

          @spec from_wire(term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      same_incarnation?(expected, observed)



        
          
        

    

  


  

      

          @spec same_incarnation?(t(), t()) :: boolean()


      


Compare creation evidence and allocations; requires exclusive namespace control.

  


        

      


  

    
SmolBox.MachineSpec 
    



      
Create a disposable machine from a host-approved prepared artifact.
The path is on the worker host, not the Elixir host. The operator must verify
its immutable digest and architecture before approving it. SmolBox never
enables networking to fetch a missing image. Starts use /bin/true and never
restart the workload automatically. Networking is offline unless an explicit
SmolBox.NetworkPolicy is supplied. No host mounts, sockets, GPU, or ports are
exposed by this contract.
Disk sizes are requests. SmolVM 1.14.1 copies larger disk templates without
shrinking them, while its API still reports the request. Low-level callers
must verify runtime/artifact disk geometry; managed workers require an
explicit allocation floor. A matching create reply alone is not enforcement.
SmolVM 1.14.6 and 1.16.0 need the host's resize2fs for requests
below template sizes. Missing it caused file loss after stop/start in validation. Verify
the host prerequisite and persistence before admitting work; see
Compatibility.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(name, artifact_path, options \\ [])

      


        Describe a machine using a name and absolute .smolmachine path on the worker.



    


    
      
        to_wire(spec)

      


        Encode the creation request and explicit network policy after validation.



    


    
      
        valid_name?(name)

      


        Validate the single URL path segment used by machine operations.



    


    
      
        validate(spec)

      


        Revalidate the machine name, worker artifact path and allocation bounds.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.MachineSpec{
  artifact_path: String.t(),
  cpus: pos_integer(),
  memory_mb: pos_integer(),
  name: String.t(),
  network: :offline | SmolBox.NetworkPolicy.t(),
  overlay_gb: pos_integer(),
  storage_gb: pos_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(name, artifact_path, options \\ [])



        
          
        

    

  


  

      

          @spec new(term(), term(), term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Describe a machine using a name and absolute .smolmachine path on the worker.
Names have at most 31 lowercase letters, digits, underscores or hyphens and
start with a letter/digit; SmolBox.Identity.machine_name/1 generates opaque
names. Options include :network (offline or SmolBox.NetworkPolicy) and :cpus (default 1, range 1–64), :memory_mb (256, 128–16,384),
:storage_gb and :overlay_gb (each 1, range 1–64). For the reference templates,
explicitly request 20/10 GiB disks. Construction does not read the artifact.
Pass the validated value to SmolBox.Client.create/2. Use SmolBox.Profile
and SmolBox.ExecutionSpec for managed submissions instead.

  



  
    
      
    
    
      to_wire(spec)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: {:ok, map()} | {:error, SmolBox.Error.t()}


      


Encode the creation request and explicit network policy after validation.

  



  
    
      
    
    
      valid_name?(name)



        
          
        

    

  


  

      

          @spec valid_name?(term()) :: boolean()


      


Validate the single URL path segment used by machine operations.

  



  
    
      
    
    
      validate(spec)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate the machine name, worker artifact path and allocation bounds.

  


        

      


  

    
SmolBox.Result 
    



      
Observed command output and exit status. A nonzero exit is still an observed result.
Buffered execution uses :bytes; SSE output uses :lossy_utf8 and must not
be used to preserve arbitrary binary output. This result does not
assert application success, artifact collection, or machine cleanup.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_wire(body, max_output_bytes)

      


        Decode byte-exact buffered output; lossy fallback is deliberately unsupported.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Result{
  encoding: :bytes | :lossy_utf8,
  exit_code: integer(),
  stderr: binary(),
  stdout: binary(),
  truncated: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_wire(body, max_output_bytes)



        
          
        

    

  


  

      

          @spec from_wire(term(), pos_integer()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Decode byte-exact buffered output; lossy fallback is deliberately unsupported.

  


        

      


  

    
SmolBox.Worker 
    



      
Trusted host configuration for a worker control endpoint.
Remote endpoints require HTTPS and a bearer token. Plain HTTP requires an
explicit loopback opt-in or a local Unix socket. TLS verification cannot be
disabled. Credentials are excluded from inspection and never enter job state.
This configuration does not attest to virtualization readiness or isolation.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(id, base_url, options \\ [])

      


        Validate a worker endpoint without making a network request.



    


    
      
        validate(worker)

      


        Revalidate configuration before using credentials or starting network I/O.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Worker{
  allow_insecure_loopback: boolean(),
  base_url: String.t(),
  ca_cert_file: String.t() | nil,
  connect_timeout_ms: pos_integer(),
  id: String.t(),
  max_request_bytes: pos_integer(),
  max_response_bytes: pos_integer(),
  operation_timeout_ms: pos_integer(),
  pool_timeout_ms: pos_integer(),
  receive_timeout_ms: pos_integer(),
  token: String.t() | nil,
  unix_socket: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(id, base_url, options \\ [])



        
          
        

    

  


  

      

          @spec new(term(), term(), term()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Validate a worker endpoint without making a network request.
id is a stable identifier of at most 64 ASCII letters, digits, dots, underscores
or hyphens, beginning with a letter/digit. base_url is the origin URL, such as
https://worker.example; do not append /api/v1 or include credentials/query parameters.
	Option	Default	Meaning
	:token	nil	Bearer token, required for HTTPS endpoints
	:ca_cert_file	nil	Existing CA file; otherwise use the transport's default trust store
	:allow_insecure_loopback	false	Explicitly permit local HTTP on localhost, 127.0.0.1, or ::1
	:unix_socket	nil	Absolute local socket path, at most 100 bytes, with a loopback HTTP base URL
	:connect_timeout_ms	1000	Connection budget
	:receive_timeout_ms	15_000	Receive-idle budget
	:pool_timeout_ms	5000	Connection-pool checkout budget
	:operation_timeout_ms	30_000	Total client-operation budget, including streaming callbacks
	:max_request_bytes	1_048_576	Encoded request body cap, at most 2 MiB
	:max_response_bytes	16_777_216	Encoded response/stream cap, at most 32 MiB

All budgets are positive and at most 900,000 ms. Byte caps are positive. HTTPS
always requires peer/hostname verification. The worker's own file-transfer cap
must be configured separately. Returns a typed :validation error for invalid
options. See Low-level client for transport examples.
Example
iex> {:ok, worker} = SmolBox.Worker.new("local", "http://127.0.0.1:19470", allow_insecure_loopback: true)
iex> worker.operation_timeout_ms
30_000

  



  
    
      
    
    
      validate(worker)



        
          
        

    

  


  

      

          @spec validate(term()) :: :ok | {:error, SmolBox.Error.t()}


      


Revalidate configuration before using credentials or starting network I/O.

  


        

      


  

    
SmolBox.ArtifactStore behaviour
    



      
Host-owned bounded file storage, independent of VM image preparation.
read resolves an approved opaque input reference within a trusted host scope.
It must enforce max_bytes while reading, not after unbounded buffering.
put stores one bounded output snapshot under {scope, execution_id, destination}.
Repeating the same digest must succeed; a different digest must fail without
replacing the original snapshot. This makes collection recovery conservative
when a guest changes its output between reads. All callbacks have a finite host
I/O deadline and must not log payloads or credentials. SmolBox also bounds its
observation of callbacks, but cannot roll back an already accepted storage write.
Returned bytes and acknowledgments are revalidated by the runtime. References
are host identifiers, never guest-selected URLs. Implementations own authorization,
retention, at-rest protection, and crash-safe publication of file bytes.

      


      
        Summary


  
    Callbacks
  


    
      
        put(term, tuple, t, binary, t)

      


    


    
      
        read(term, t, t, pos_integer)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      put(term, tuple, t, binary, t)



        
          
        

    

  


  

      

          @callback put(term(), {String.t(), String.t()}, String.t(), binary(), String.t()) ::
  :ok | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      read(term, t, t, pos_integer)



        
          
        

    

  


  

      

          @callback read(term(), String.t(), String.t(), pos_integer()) ::
  {:ok, binary()} | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.ArtifactStore.Directory 
    



      
Small host-owned local artifact adapter for examples and development.
The root must already exist with mode 0700, on a trusted local filesystem.
Only trusted host code may modify it or its ancestors. Guest bytes never select
a path: identities are hashed into filenames, and output blobs are addressed by
SHA-256. Atomic hard-link installation refuses to replace a different receipt.
Files are synced before installation. This is not an object-storage service or
a claim of crash durability for arbitrary filesystems; the host owns filesystem
durability, disk quotas, backup, and removal of unreferenced blobs/temp files.
seed/4 registers an approved input. read_output/4 retrieves a stored output.
Each read is bounded to one MiB. Output replacement requires a distinct execution
identity. No archive extraction, globbing, URLs, or guest-selected host paths are
supported. The adapter must not share its root with untrusted host processes.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(root)

      


        Configure an absolute existing private directory with mode 0700.



    


    
      
        read_output(store, arg, destination, max)

      


        Read a collected output using its execution handle and manifest destination.



    


    
      
        seed(store, scope, reference, bytes)

      


        Store approved input bytes under a scope and opaque source reference.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.ArtifactStore.Directory{root: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(root)



        
          
        

    

  


  

      

          @spec new(String.t()) :: {:ok, t()} | {:error, SmolBox.Error.t()}


      


Configure an absolute existing private directory with mode 0700.
The directory is not created by this call. Pass the returned context as
{SmolBox.ArtifactStore.Directory, context} in the runtime's :artifact_store
option. This adapter is not a process and needs no supervisor child.

  



  
    
      
    
    
      read_output(store, arg, destination, max)



        
          
        

    

  


  

      

          @spec read_output(t(), {String.t(), String.t()}, String.t(), pos_integer()) ::
  {:ok, binary()} | {:error, SmolBox.Error.t()}


      


Read a collected output using its execution handle and manifest destination.
max is a positive byte limit up to 1 MiB. This reads host artifact storage and
remains usable after VM cleanup. :not_found means no receipt/blob was found;
check the execution's collection state before expecting an output.

  



  
    
      
    
    
      seed(store, scope, reference, bytes)



        
          
        

    

  


  

      

          @spec seed(t(), String.t(), String.t(), binary()) :: :ok | {:error, SmolBox.Error.t()}


      


Store approved input bytes under a scope and opaque source reference.
Bytes must fit within 1 MiB. The source reference is used as "source" in an
input manifest; it is not a filename. Repeating identical bytes succeeds;
different bytes under the same reference return an identity conflict.

  


        

      


  

    
SmolBox.Files 
    



      
Guest workspace paths and byte digests.
File operations are confined lexically to /workspace. This validation does
not resolve guest symlinks; the file transport and host artifact store must
enforce their own filesystem boundary. Percent signs, backslashes, traversal,
repeated separators, and non-UTF-8 paths are deliberately unsupported.

      


      
        Summary


  
    Functions
  


    
      
        encode_path(path)

      


        Encode a validated guest path for the worker's wildcard file route.



    


    
      
        sha256(bytes)

      


        Compute a lowercase SHA-256 digest of file bytes.



    


    
      
        validate_path(path)

      


    





      


      
        Functions


        


  
    
      
    
    
      encode_path(path)



        
          
        

    

  


  

      

          @spec encode_path(term()) :: {:ok, String.t()} | {:error, SmolBox.Error.t()}


      


Encode a validated guest path for the worker's wildcard file route.

  



  
    
      
    
    
      sha256(bytes)



        
          
        

    

  


  

      

          @spec sha256(binary()) :: String.t()


      


Compute a lowercase SHA-256 digest of file bytes.

  



  
    
      
    
    
      validate_path(path)



        
          
        

    

  


  

      

          @spec validate_path(term()) :: :ok | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Manifest 
    



      
Exact input/output file declarations using opaque host artifact-store references.
Inputs use string keys source, path, size, sha256, and mode. The only
supported mode is runtime_default; the pinned HTTP API cannot set permissions.
Outputs use destination, path, and max_bytes. References are identifiers,
never URLs or host paths. Each direction allows at most 32 unique paths and
references. Collection takes a byte snapshot of each file; a multi-file atomic
snapshot is not promised. Neither archives nor recursive globs are interpreted.

      


      
        Summary


  
    Types
  


    
      
        input()

      


    


    
      
        output()

      


    





  
    Functions
  


    
      
        validate(inputs, outputs, profile)

      


    





      


      
        Types


        


  
    
      
    
    
      input()



        
          
        

    

  


  

      

          @type input() :: %{required(String.t()) => String.t() | non_neg_integer()}


      



  



  
    
      
    
    
      output()



        
          
        

    

  


  

      

          @type output() :: %{required(String.t()) => String.t() | pos_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      validate(inputs, outputs, profile)



        
          
        

    

  


  

      

          @spec validate(term(), term(), SmolBox.Profile.t()) ::
  :ok | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Store behaviour
    



      
Atomic host-store boundary for managed execution.
Every mutation is one transaction. Failures must roll back record and worker
changes together. Reads are authoritative and must never translate unavailable,
corrupt, or unknown-schema storage into not_found. There is no fallback store.
accept inserts only an initial validated record. An identical scoped fingerprint
returns the existing record even when the pending queue is full; conflicting
fingerprints fail. Queue limits count accepted work across this store namespace.
Worker leases enforce one active owner within a shared store. Claims and record
versions fence subsequent writes, not already-sent HTTP. A new claim generation
cannot authorize replay of dispatching/running/unknown work. Operators must map
each physical worker to one stable ID and one shared store authority.
Reservation atomically checks the worker lease, execution claim, record version,
queue deadline, and CPU/memory/disk/slot totals. It persists worker and opaque
machine identity before creating a VM. Release requires completed cleanup and
confirmed absence once a worker has been assigned. Unknown or failed-cleanup
records retain reservations until this condition is met.
Due queries are bounded keyset scans ordered by {next_due_at_ms, scope, id}.
A fresh process can restart at a nil cursor; notifications and PIDs are not state.
Completed clean records are retained for identity lookup, not silently removed.
Adapters must document retention and database/storage limits independently.
find_machine resolves a worker/name assignment through durable evidence. Its
index is updated atomically with reservation and retained after cleanup. Names
cannot be assigned to another execution on that worker. Missing, unavailable,
corrupt, or incompletely migrated indexes must not be conflated. This lookup
proves an assignment, not the current machine's incarnation or ownership.
Implementations may share the pure record operations, but must independently
pass the adapter conformance suite and demonstrate their transaction semantics.

      


      
        Summary


  
    Types
  


    
      
        capacity()

      


    


    
      
        context()

      


    


    
      
        cursor()

      


    


    
      
        guard()

      


    


    
      
        lease()

      


    


    
      
        resources()

      


    


    
      
        result()

      


    





  
    Callbacks
  


    
      
        accept(context, t, pos_integer)

      


    


    
      
        cancel(context, key, non_neg_integer)

      


    


    
      
        capabilities(context)

      


    


    
      
        claim(context, key, t, non_neg_integer, pos_integer)

      


    


    
      
        claim_worker(context, t, t, non_neg_integer, pos_integer)

      


    


    
      
        due(context, non_neg_integer, cursor, pos_integer)

      


    


    
      
        fetch(context, key)

      


    


    
      
        find_machine(context, t, t)

      


    


    
      
        release(context, key, guard, non_neg_integer)

      


    


    
      
        reserve(context, key, guard, tuple, non_neg_integer)

      


    


    
      
        usage(context, t)

      


    


    
      
        write(context, key, guard, keyword, non_neg_integer)

      


    





      


      
        Types


        


  
    
      
    
    
      capacity()



        
          
        

    

  


  

      

          @type capacity() :: %{
  slots: pos_integer(),
  cpus: pos_integer(),
  memory_mb: pos_integer(),
  disk_gb: pos_integer()
}


      



  



  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: term()


      



  



  
    
      
    
    
      cursor()



        
          
        

    

  


  

      

          @type cursor() :: {non_neg_integer(), String.t(), String.t()} | nil


      



  



  
    
      
    
    
      guard()



        
          
        

    

  


  

      

          @type guard() :: %{
  owner: String.t(),
  generation: pos_integer(),
  version: pos_integer()
}


      



  



  
    
      
    
    
      lease()



        
          
        

    

  


  

      

          @type lease() :: %{
  owner: String.t(),
  generation: pos_integer(),
  until_ms: non_neg_integer()
}


      



  



  
    
      
    
    
      resources()



        
          
        

    

  


  

      

          @type resources() :: %{
  slots: non_neg_integer(),
  cpus: non_neg_integer(),
  memory_mb: non_neg_integer(),
  disk_gb: non_neg_integer()
}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      accept(context, t, pos_integer)



        
          
        

    

  


  

      

          @callback accept(context(), SmolBox.Execution.t(), pos_integer()) ::
  {:ok, SmolBox.Execution.t(), :inserted | :existing}
  | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      cancel(context, key, non_neg_integer)



        
          
        

    

  


  

      

          @callback cancel(context(), SmolBox.Execution.key(), non_neg_integer()) :: result()


      



  



  
    
      
    
    
      capabilities(context)



        
          
        

    

  


  

      

          @callback capabilities(context()) ::
  {:ok, %{schema: 1, durable: boolean(), atomic: true}}
  | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      claim(context, key, t, non_neg_integer, pos_integer)



        
          
        

    

  


  

      

          @callback claim(
  context(),
  SmolBox.Execution.key(),
  String.t(),
  non_neg_integer(),
  pos_integer()
) ::
  result()


      



  



  
    
      
    
    
      claim_worker(context, t, t, non_neg_integer, pos_integer)



        
          
        

    

  


  

      

          @callback claim_worker(
  context(),
  String.t(),
  String.t(),
  non_neg_integer(),
  pos_integer()
) ::
  {:ok, lease()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      due(context, non_neg_integer, cursor, pos_integer)



        
          
        

    

  


  

      

          @callback due(context(), non_neg_integer(), cursor(), pos_integer()) ::
  {:ok, [SmolBox.Execution.t()], cursor()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      fetch(context, key)



        
          
        

    

  


  

      

          @callback fetch(context(), SmolBox.Execution.key()) :: result()


      



  



  
    
      
    
    
      find_machine(context, t, t)



        
          
        

    

  


  

      

          @callback find_machine(context(), String.t(), String.t()) :: result()


      



  



  
    
      
    
    
      release(context, key, guard, non_neg_integer)



        
          
        

    

  


  

      

          @callback release(context(), SmolBox.Execution.key(), guard(), non_neg_integer()) ::
  result()


      



  



  
    
      
    
    
      reserve(context, key, guard, tuple, non_neg_integer)



        
          
        

    

  


  

      

          @callback reserve(
  context(),
  SmolBox.Execution.key(),
  guard(),
  {String.t(), String.t(), capacity()},
  non_neg_integer()
) :: result()


      



  



  
    
      
    
    
      usage(context, t)



        
          
        

    

  


  

      

          @callback usage(context(), String.t()) :: {:ok, resources()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      write(context, key, guard, keyword, non_neg_integer)



        
          
        

    

  


  

      

          @callback write(context(), SmolBox.Execution.key(), guard(), keyword(), non_neg_integer()) ::
  result()


      



  


        

      


  

    
SmolBox.Store.Codec 
    



      
Versioned data-only record encoding for trusted host store adapters.
This is an internal persistence format, never an endpoint for guest or public
input. Records are validated before encoding and after safe decoding. Compressed
terms, trailing bytes, unknown schemas, unexpected structs/keys, PIDs, refs,
ports, and closures are rejected. Payloads have a fixed 16 MiB cap.
Encoding does not encrypt secrets. Durable adapters must authenticate and encrypt
these bytes or use an explicitly approved equivalent secure storage policy.
Schema v2 adds network policy. Exact v1 records are upgraded to offline defaults
on read; offline fingerprints are unchanged. Old readers cannot read v2 writes.
Every write uses v2, including offline executions. Follow
Upgrading to 0.1.3 across all controllers.
Silently treating undecodable records as absent
would permit replay and is forbidden.

      


      
        Summary


  
    Functions
  


    
      
        decode(bytes)

      


    


    
      
        encode(record)

      


    





      


      
        Functions


        


  
    
      
    
    
      decode(bytes)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      encode(record)



        
          
        

    

  


  

      

          @spec encode(SmolBox.Execution.t()) :: {:ok, binary()} | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Store.Memory 
    



      
Explicitly ephemeral, bounded store for tests and local development.
The GenServer serializes transactions in one BEAM. Stopping it loses identities,
claims, reservations and cleanup work; worker machines may remain. Never use it
as a fallback for unavailable durable storage. Completed records are retained,
so the configured record/serialized-byte limits can eventually reject new work.
The byte limit bounds encoded record data, not total BEAM RSS or caller copies.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(options \\ [])

      


        Start an ephemeral store, optionally registered with :name.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(options \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start an ephemeral store, optionally registered with :name.
:max_records defaults to 256 (maximum 10,000); :max_bytes defaults to 64 MiB
(maximum 1 GiB). Both must be positive. The byte limit covers encoded records,
not total process memory. Use the PID or registered name as the store context:
{SmolBox.Store.Memory, store}. A runtime using it must set mode: :ephemeral.
Completed identities are retained and count toward these limits.

  


        

      


  

    
SmolBox.Store.RecordOps 
    



      
Pure checks shared by store adapters. These functions provide no atomicity;
adapters must hold the relevant record and worker transaction locks throughout.

      


      
        Summary


  
    Functions
  


    
      
        cancel(record, now)

      


    


    
      
        claim(record, worker_lease, owner, now, ttl)

      


    


    
      
        cursor(record)

      


    


    
      
        due?(record, now)

      


    


    
      
        empty_usage()

      


    


    
      
        guard(record, arg2, worker_lease, now)

      


    


    
      
        initial(record)

      


    


    
      
        lease(previous, owner, now, ttl)

      


    


    
      
        needs_work?(record)

      


    


    
      
        release(record, now)

      


    


    
      
        reservation(record, worker, machine, worker_lease, capacity, used, now)

      


    


    
      
        resources(record)

      


    





      


      
        Functions


        


  
    
      
    
    
      cancel(record, now)



        
          
        

    

  


  

      

          @spec cancel(SmolBox.Execution.t(), non_neg_integer()) ::
  {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      claim(record, worker_lease, owner, now, ttl)



        
          
        

    

  


  

      

          @spec claim(
  SmolBox.Execution.t(),
  SmolBox.Store.lease() | nil,
  String.t(),
  non_neg_integer(),
  pos_integer()
) :: {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      cursor(record)



        
          
        

    

  


  

      

          @spec cursor(SmolBox.Execution.t()) :: SmolBox.Store.cursor()


      



  



  
    
      
    
    
      due?(record, now)



        
          
        

    

  


  

      

          @spec due?(SmolBox.Execution.t(), non_neg_integer()) :: boolean()


      



  



  
    
      
    
    
      empty_usage()



        
          
        

    

  


  

      

          @spec empty_usage() :: SmolBox.Store.resources()


      



  



  
    
      
    
    
      guard(record, arg2, worker_lease, now)



        
          
        

    

  


  

      

          @spec guard(
  SmolBox.Execution.t(),
  SmolBox.Store.guard(),
  SmolBox.Store.lease() | nil,
  non_neg_integer()
) :: :ok | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      initial(record)



        
          
        

    

  


  

      

          @spec initial(SmolBox.Execution.t()) :: :ok | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      lease(previous, owner, now, ttl)



        
          
        

    

  


  

      

          @spec lease(SmolBox.Store.lease() | nil, String.t(), non_neg_integer(), pos_integer()) ::
  {:ok, SmolBox.Store.lease()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      needs_work?(record)



        
          
        

    

  


  

      

          @spec needs_work?(SmolBox.Execution.t()) :: boolean()


      



  



  
    
      
    
    
      release(record, now)



        
          
        

    

  


  

      

          @spec release(SmolBox.Execution.t(), non_neg_integer()) ::
  {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      reservation(record, worker, machine, worker_lease, capacity, used, now)



        
          
        

    

  


  

      

          @spec reservation(
  SmolBox.Execution.t(),
  String.t(),
  String.t(),
  SmolBox.Store.lease(),
  SmolBox.Store.capacity(),
  SmolBox.Store.resources(),
  non_neg_integer()
) :: {:ok, SmolBox.Execution.t()} | {:error, SmolBox.Error.t()}


      



  



  
    
      
    
    
      resources(record)



        
          
        

    

  


  

      

          @spec resources(SmolBox.Execution.t()) :: SmolBox.Store.resources()


      



  


        

      


  

    
SmolBox.Identity 
    



      
Opaque machine names for an exclusively managed worker namespace.
Persist the generated name before creation. Names have 100 random bits and do
not embed user identifiers. A namespace match identifies candidates for an
orphan report, never authorization to delete. Creation evidence and exclusive
worker ownership are still required; SmolVM exposes no immutable generation ID.

      


      
        Summary


  
    Functions
  


    
      
        candidate?(namespace, name)

      


        Select only syntactically valid orphan-report candidates; this does not prove ownership.



    


    
      
        machine_name(namespace)

      


    





      


      
        Functions


        


  
    
      
    
    
      candidate?(namespace, name)



        
          
        

    

  


  

      

          @spec candidate?(term(), term()) :: boolean()


      


Select only syntactically valid orphan-report candidates; this does not prove ownership.

  



  
    
      
    
    
      machine_name(namespace)



        
          
        

    

  


  

      

          @spec machine_name(term()) :: {:ok, String.t()} | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Runtime.Clock 
    



      
Default managed-runtime clock. Hosts synchronize wall clocks across controllers.
Absolute milliseconds survive restart; monotonic milliseconds bound observation
within a process. A clock moving backward cannot extend an in-process stage.
Custom clock modules for deterministic tests implement both functions.

      


      
        Summary


  
    Functions
  


    
      
        monotonic()

      


    


    
      
        now()

      


    





      


      
        Functions


        


  
    
      
    
    
      monotonic()



        
          
        

    

  


  

      

          @spec monotonic() :: integer()


      



  



  
    
      
    
    
      now()



        
          
        

    

  


  

      

          @spec now() :: non_neg_integer()


      



  


        

      


  

    
SmolBox.Telemetry 
    



      
Redacted, optional managed-runtime observations through :telemetry.
Notifications are asynchronous and bounded. They are not a durable event log,
an execution receipt, or an acknowledgment from an exporter. Events may be
dropped, repeated, or missing their matching stage stop after interruption.
Stored execution evidence remains authoritative. Handlers run in separate
processes with a deadline; ordinary slow/failing handlers do not run in the
execution process. Handlers are trusted host code, not sandboxed code.
Execution metadata contains the configured runtime and namespace, bounded
scope/execution/worker identifiers and
finite state/evidence/collection/cleanup categories. Identifiers belong in
protected traces, never metric labels. Events omit specifications, commands,
environment, fingerprints, artifact paths, contents, stdout/stderr and raw
errors. Numeric output sizes and exit codes are measurements, not labels.
Third-party transport instrumentation and exporter logging are outside this
payload contract.
Stage durations use monotonic milliseconds for the current controller attempt.
Cleanup attempts exclude time spent waiting between reconciliations or during
evidence retention. Queue wait uses persisted wall-clock timestamps and needs
the host's documented clock discipline. Notifications can complete out of order
across producers; use stored versions for inspection, not workflow decisions.

      


      
        Summary


  
    Functions
  


    
      
        events()

      


    





      


      
        Functions


        


  
    
      
    
    
      events()



        
          
        

    

  


  

      

          @spec events() :: [[atom()]]


      



  


        

      


  

    
SmolBox.Transport behaviour
    



      
Host-selected transport extension point. No callback may retry mutations.
Implementations must validate HTTP status and media type, cap bodies before
decoding, and redact failures. A returned error after possible dispatch cannot
authorize replay. The default Req implementation is exercised against actual
HTTP peers; replacing it transfers those obligations to the host adapter.

      


      
        Summary


  
    Types
  


    
      
        request()

      


    





  
    Callbacks
  


    
      
        request(t, request)

      


    





      


      
        Types


        


  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  method: :get | :post | :put | :delete,
  path: String.t(),
  body: binary(),
  content_type: String.t(),
  accept: String.t(),
  max_bytes: pos_integer(),
  mode:
    :buffer
    | :empty
    | {:sse, pos_integer(), (SmolBox.Wire.SSE.event() -> any()) | nil}
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      request(t, request)



        
          
        

    

  


  

      

          @callback request(SmolBox.Worker.t(), request()) ::
  {:ok, binary() | SmolBox.Result.t()} | {:error, SmolBox.Error.t()}


      



  


        

      


  

    
SmolBox.Transport.Req 
    



      
Bounded Req/Finch transport with verified TLS and no automatic retries or redirects.
Response decompression and automatic JSON decoding are disabled. Byte limits
apply before decoding, including SSE framing bytes and ignored events. All
requests have an outer operation deadline covering pool checkout, connection,
body transfer and optional synchronous event delivery. Expiry closes observation;
it does not stop the guest. Managed cancellation must separately stop the VM.
Pool configurations are derived only from trusted, bounded worker configuration.
No global Req defaults are changed. Upstream Req/Finch telemetry is outside
SmolBox's redaction contract; host exporters must not record their request bodies
or authorization headers.

      




  

    
SmolBox.Wire.SSE 
    



      
Incremental parser for the pinned SmolVM exec SSE protocol.
stdout/stderr are plain lossy UTF-8 data; only exit/error payloads are JSON.
Unknown additive events and keepalives are ignored. An exit is required for
successful completion. Terminal duplicates and output after exit are errors.
Frames and incoming chunks have explicit byte limits; no mailbox is involved.

      


      
        Summary


  
    Types
  


    
      
        event()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        feed(state, chunk)

      


        Consume a bounded chunk; incomplete UTF-8 is retained until the frame is complete.



    


    
      
        finish(sse)

      


        EOF is successful only after a complete exit event with no unfinished frame.



    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() ::
  {:stdout, String.t()}
  | {:stderr, String.t()}
  | {:exit, integer()}
  | {:error, :remote}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %SmolBox.Wire.SSE{
  buffer: binary(),
  data: [binary()],
  event: binary(),
  frame_bytes: non_neg_integer(),
  max_chunk_bytes: pos_integer(),
  max_frame_bytes: pos_integer(),
  terminal: :exit | :error | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      feed(state, chunk)



        
          
        

    

  


  

      

          @spec feed(t(), binary()) :: {:ok, t(), [event()]} | {:error, SmolBox.Error.t()}


      


Consume a bounded chunk; incomplete UTF-8 is retained until the frame is complete.

  



  
    
      
    
    
      finish(sse)



        
          
        

    

  


  

      

          @spec finish(t()) :: :ok | {:error, SmolBox.Error.t()}


      


EOF is successful only after a complete exit event with no unfinished frame.
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